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The worship of the Sun is as old as civilization.

I bow to you, O Surya, the Son of Kashyapa Muni, the destroyer of
darkness and all sins, whose luster is like that of red Jaswand Flower.
The worship of the Sun is as old as civilization.

The Sun that awakens man from darkness, the Sun that is so brilliant
that it cannot be seen by the naked eye evokes awe in the human
mind. In the Rig-Veda, Surya has been described as the life (atma) of
all creation. Surya is praised as the God of Gods (Rig-Veda 1.50.10).
Homage is paid to Surya by chanting special nhames while offering
him salutation-Surya Namaskara. These twelve names that we use to
worship Surya serve to remind us of his glory and power and to be
eternally grateful for his constant blessings in our life here on earth.

Suryadatta Group of Institutes,
One can find no substitutes,
A warm and welcoming ambience,
Tutoring provided par excellence

Quality with equality is the essence,
There are modern courses which have relevance
The students are in a state of jubilance,
They gain enlightenment without hindrance
In today's times' it holds great reverence,

As it is a centre of academic excellence
Since long has been its very existence,

Hence, far and wide has spreads its fragrance

By Suryans



The Beacon

Suryaratna, Late Dr. Mohan Dhariaji
Founder President : Vanarai

DR. MOHAN DHARIA
President

Awarded Padmavibhiishan
by Hon. President of India

Vanarai

PERSONAL
Fetruary 11, 2013

Dear Prot, D, Sangay Chordiya & Mrs. Sushama Chordiya

Please sccept warm greetings and congratulations for the
function ceganized on 7" Fab 2013 for presentation of “Suryadatta
Mational Lifetime Achievement Award™ and “Suryadatta Matiomal
Awards 2011°

Crue fo health probiem, | am somy | could not ghve full justice 1o
tne programime, | have aiso mssed an oppdilunily o iigen 1o e
speeches of the eminent awardees

Bedng pan of your organization, | was hesitant to accept the
dward. However your love did not allow me (o refuse the same. This
programme alsd provided me an oppartunily o mest several friends
including Manindasjit Singh Bitta and others

Lowe and affection of friends like you has always remained tha
strength in my life. | am swre that | will continwe b0 neceive the sama in
future

I hiawe my dream aboul Suryadatta Group of Insiitutes Within
few years, this Institute should be "Harvard™ of India. Please iry 1o
Tullil mvy dream.

With warm regards and best wishes for Suryadaila Group of

Insiifutes.
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Late Shri Bansilalji U. Chordiya : Late Smt. Rat
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Our Constant Motivation

anbaiji B. Chordiya
A Missionary with a Social Conscience
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DR. MOHAN DHARIA
Praskdent
Awarded Padmavibhushan

Hon. P i
by Hon. President of India Vanarai

PERSOMNAL
March 7, 2013

Dear Prof. Dr. Sanjay Chordiya,

Sub: Swuryadatta MNational Awards 2013 : Post Event
Coverage

| have received your letter No, SEF { 5G| / 4855 dated 5"
Mar. 20132 on the subject | am grateful for sending me post
event coverage documents for our record, | expect that you will
fulfil my dream of carrying your Institute as "Harvard™ of India In

the years to come.

With warm regards and best wishas for Suryadatta Group

Mwﬁria

af Instifutes
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The Philosophy of Suryadatta

Our Inspiration

“The success or failure of an
organisation depends on
people, on human beings, on
their talent, on their initiative, on their
ability to lead, and on co-ordination

with others, to work as a team.”

ADITYA BIRLA

“One must continuously
strive for excellence and
perfection in any
assignment however
small and never be satisfied
with the second best”

J. R. D. TATA

“Awake, arise and stop not,
till your goal is reached.”

SWAMI VIVEKANANDA

"We must create a civilized society, “Incredible things can be done "If people are not laughing
where everybody has equal opportunity simply if we are committed at your goals, your goals
to better his or her life. to making them happen” are too small"
NARAYANA MURTHY SADHGURU AZIM PREM]I

@ Enriching Careers & Enhancing Lives Since 1999



About The Founder
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About Suryadatta International Institute
of Cyber Security (SIICS)
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Why Career in Cyber & Digital Science?

State-of-the Art Infrastructure

Cyber And Digital Advisory Council

Program Structure

Value Added Certifications

Academic Partner

Uniqueness of Suryadatta

Career Opportunities
(National & International)
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years of
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Recruiters for Cyber Security
& Allied Areas

Fees & Admissions Procedure

Glimpses of Suryadatta Global
Cyberx Conclave 2024

Cyber & Digital Forensics
Awareness Initiative

Glimpses of Samvad
on Cyber Suraksha

Ushering Cyber World

Alumni Meet
& Success Story

Co-Curricular Extra Curricular Activities

Suryadatta In Media

Latest News Related to Cyber Fraud
& Digital Science

Multiple Career Opportunities

Blended Learning Ecosystem
at Suryadatta

Study Tour (Optional)

www.siics.org & Follow us on : (3T &2 [ @

3



e & Chairman

About The Founder President

-

Professor Dr. Sanjay B Chordiya
Founder President & Chairman
Suryadatta Education Foundation (SEF)

Professor Dr. Sanjay B. Chordiya, the esteemed Founder President & Chairman of the Suryadatta Education Foundation
(SEF), stands at the apogee in the world of education, industry, and philanthropy. A distinguished educationist and
trailblazer, his visionary influence resonates across global academic and professional realms. His career reflects
unwavering excellence, innovation, and social impact, reshaping higher education in India and globally.

Academic Eminence and Intellectual Mastery

Dr. Chordiya's academic journey is one of exceptional breadth and profound depth. A proud alumnus of the College of
Engineering Pune (COEP), he earned his Bachelor’s degree in Mechanical Engineering, laying the foundation for a stellar
intellectual odyssey. Driven by an unquenchable thirst for knowledge, he earned Master's degrees in Marketing, Human
Resources, Production & Materials Management, and Finance, each enriching his remarkable journey. His scholarly
pursuits culminated in a Ph.D. in Environmental Science, an area of paramount global significance, reflecting his deep
concern for ecological sustainability. In recognition of his extraordinary contributions to education and global
development, he was conferred an honorary D.Litt. by Theophany University, Haiti, an accolade that underscores his far-
reaching impact.

Acclaimed Professional Crusade

Dr. Chordiya's professional odyssey is marked by remarkable success and unparalleled leadership. His distinguished
career began at Bajaj Tempo Ltd. (now Force Motors Ltd.), where he dedicated over two decades, eventually rising to the
position of General Manager and serving on the Board of Management. His transformative leadership in the corporate
sector is a testament to his visionary thinking, strategic acumen, and unparalleled operational expertise. During this
period, he emerged as a formidable force—innovative, resilient, and forward-thinking in every endeavor.

AVisionary Leader in Education

In 1999, driven by an unshakable desire to create a paradigm of educational excellence, Dr. Chordiya founded the
Suryadatta Education Foundation (SEF), a visionary initiative that has since grown into the Suryadatta Group of
Institutions (SGI). With over 25 distinguished academic institutions across multiple campuses, SGI has become a beacon
of interdisciplinary brilliance, seamlessly blending cutting-edge technology, innovation and social responsibility to foster
holistic, future-ready education. Under Dr. Chordiya's sagacious leadership, SGI has flourished into an institution of global
repute, producing graduates who not only excel in their fields but also embody the values of integrity, compassion, and
leadership in an ever-evolving world.

@ Enriching Careers & Enhancing Lives Since 1999



SURYADATTA
Celebrating - 2025

Global Engagement and Influential Leadership
Dr. Chordiya's reputation as a global thought leader is elevated by his extensive international engagements. He has
participated in esteemed leadership programs at world-renowned institutions, including Harvard, MIT, Stanford, and
the University of Paris, each enriching his intellect and honing his leadership philosophy. His global outlook is further
enhanced by visits to universities in Israel, Russia, Malaysia, Thailand, Singapore, and Japan, fostering invaluable cross-
culturalacademic exchanges and drawing inspiration from the finest practices in higher education.

A passionate advocate for international collaboration, Dr. Chordiya holds distinguished positions on numerous
influential boards. He serves as the Governor-nominated member of the Management Council at YCMOU, Chair of the
University-Industry Partnership Program for the Global Chamber, USA, and Senior Vice President of the CEGR, Delhi,
among other esteemed roles. These prestigious affiliations underscore his influence in shaping educational policies,
fostering robust industry-academia partnerships, and advancing the cause of innovation in education worldwide.

Laurelsand Legacy

Dr. Chordiya's remarkable contributions to education, philanthropy, and global peace have garnered him an array of
prestigious accolades. His legacy as a visionary leader and humanitarian continues to inspire countless students,
educators, and professionals across the globe. His work stands as a testament to the transformative power of education,
a beacon of hope for future generations, and a guiding light for those who seek to drive change in the world.

Professor Dr. Sanjay B. Chordiya epitomizes visionary leadership, intellectual excellence, and humanitarian values. His
transformative contributions to education, industry, and social welfare are both profound and lasting. Through his
pioneering efforts, Dr. Chordiya shapes the future of education, exemplifying excellence, integrity, and global
citizenship—a legacy that will continue to inspire and uplift generations to come.

Renowned Actor Mr. Sonu Sood, felicitated Prof. Dr. Sanjay B Chordiya, Founder President & Chairman -
Suryadatta Education Foundation and Mrs. Sushama Chordiya, Vice President Suryadatta Education Foundation
and President SWELA in Lokmat Global Convention Summit & Awards 2025 at Hongkong
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Prof. Dr. Sanjay Bansilal Chm’dlya

Founder President & Chairman, Suryadatta Education Foundation

EXCELLENCE IN PROVIDING CONTEMPORARY AND QUALITY EDUCATION IN INDIA
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About The Vice President

Mrs. Sushama S Chordiya

Vice-President & Secretary,
Suryadatta Education Foundation (SEF)

Founder & President,
Suryadatta Women Entrepreneurship
& Leadership Academy (SWELA)

Mrs. Sushama S. Chordiya is an exceptional leader whose unwavering commitment and multifaceted contributions have
profoundly elevated the realms of education and social advancement.

As Vice-President and Secretary of the Suryadatta Education Foundation, she exemplifies visionary leadership,
spearheading transformative projects and ensuring seamless institutional operations. Her steadfast dedication to
excellence is reflected in her meticulous implementation of policies, dynamic program management, and supervision of
both academic and extracurricular activities. By fostering a culture of innovation and efficiency across all departments,
she reinforces the institution’s reputation as a beacon of educational brilliance.

Renowned for her nurturing demeanour, Mrs. Chordiya is affectionately hailed as the "Mother" of all students—a tribute
to her deep commitment to fostering a supportive and caring environment. Her personal engagement with students,
coupled with her understanding of their challenges, creates a familial atmosphere that inspires them to achieve their full
potentialand nurtures their holistic development.

In addition to her pivotal role at the foundation, Mrs. Chordiya is the visionary founder of the Suryadatta Women
Entrepreneurship & Leadership Academy (SWELA), a trailblazing initiative that embodies her deep commitment to
empowering women and nurturing transformative leadership skills. Under her inspiring guidance, SWELA has become a
powerful force, igniting the entrepreneurial spirit in countless women and motivating them to take on leadership roles
across a wide array of sectors. Through her efforts, SWELA continues to pave the way for women to realize their full
potential and create lasting impact.

Mrs. Chordiya’s influence transcends education, extending into transformative social initiatives. Her compassionate
leadership has catalysed meaningful change, seamlessly blending education with social responsibility to benefit both
students and the broader community.

Through her unwavering dedication and visionary approach, she embodies the values of service, empathy, and
leadership. Globally recognized, Mrs. Chordiya has been honoured with numerous prestigious awards for her
exceptional contributions to education, social welfare, and community development, cementing her legacy as a true
champion of progress and compassion.

Hh— | P R, T, (o g
EXCELLE

Mrs Sushama Chordiya receiving the Mrs Sushama Chordiya Awarded with 'Pride h hordiva h f
prestigious award at the hands of Ms Seema of Maharashtra-2023' by HE Hon'ble Shri i::tsh ?r:gapfe(s:tigirgd\éapaarsarze\elggr%?\gear;?
Malhotra, Member of Parliament, London Ramesh Bais, Governor of Maharashtra National Award at the hands of former
Governor of Arunachal Pradesh & Mizoram,
Former Governor Lt. Gen. Nirbhay Sharma

@ Enriching Careers & Enhancing Lives Since 1999



About Suryadatta
Education Foundation

The Suryadatta Education Foundation was established in the
year 1999, primarily to develop self motivated leaders to be
successful in the challenging and vibrant global economy. The
promoters and the core team have individually 20 plus years of
rich Industry & Academic experience in various streams of
Management, Information Technology, Media and Mass
Communication, Corporate Consultancy, Value Based
Education, Training and Research. The Advisory & Governing
Council of Suryadatta comprises of eminent academicians,
professionals, industrialists, international consultants and
social workers, who with their experience and knowledge
guide the activities of the Foundation.

Over the last 2 decades, the Suryadatta family has blossomed
into a bouquet of academic institutions in a number of
disciplines such as School (CBSE), Junior College, Business
Management, Information Technology, Cyber Security, Hotel
Management, English and Foreign Languages, Interior Design,
Fashion Design, Animation, Event Management,
Physiotherapy, Data Science, Psychology, Law, Pharmacy,
Journalism, Mass Communication, Statistics, Media &
Entertainment, Sports Academy, Creative Arts, Suryadatta
Production, Beauty and Wellness, Performing Arts, Vocational
and Advanced Studies. Students from Pan of India and several
foreign nations are pursuing their education at various
Suryadatta Institutes.

About Savitribai Phule Pune University (SPPU)

Savitribal Phule Pune University (SPPU), one of the premier universities in India, is
located in the North-Western part of Pune city. Pune is the main education hub in the
World. Numerous students from every corner of India and the world come to Pune. The
city of Pune houses many well-known, established institutes and colleges. Savitribai
Phule Pune University (SPPU), earlier known as Pune University is one of the finest and

most popular educational centers in the city.

It offers excellent programs in various areas including Science, Commerce, Arts,
Languages & Management Studies. SPPU occupies an area of about 411 acres. It was
established on 10th February, 1948 under the Poona University Act. The university
houses 46 academic departments. It is popularly known as the ‘Oxford of the East'.

SURYADATTA
Celebrating - 2025

37

ears of
ACADEMIC EXCELLENCE

Enriching Career &
Enhancing Lives !

Vision

The Vision of Suryadatta is to be a World Class Centre of
Excellence in Innovative learning, combining the best of
Indian sensibilities with a Western Outlook and to be rated
as a premier Educational Institute, offering contemporary
education using state-of-the-art technology, spearheading
high quality research, besides providing expert training and
consultancy services catering to the ever-changing needs of
the Industry & Society.

Mission
- Create multi-faceted professionals in emerging disciplines,

attuned to a rapidly evolving, volatile, global economy.

« Develop sustainable network of reputed academicians and
high level achievers in the corporate and social arena.

 Shape a complete human being steeped in rich values
through a holistic approach to teaching methodologies
designed by Industry Experts.

As per THE WEEK-HANSA Research Survey 2025: India’s Best Universities, Savitribai Phule Pune University has been ranked 6th in
the Government Multidisciplinary Universities category with a score of 679. We are proud that various Suryadatta Institutions are
affiliated with Savitribai Phule Pune University, offering a wide range of quality academic programs under its prestigious umbrella.
Kudos to the university & all affiliated institutions contributing to excellence in education!

www.siics.org & Follow us on : (32 [ €




About Suryadatta International Institute of Cyber Security (SIICS)

Suryadatta International Institute of Cyber Security (SIICS) has been established in 2020, the first flagship course
affiliated to Pune University with Suryadatta International Institute of Cyber Security. The First Institute in Pune to offer
course in the specialized field of Cyber Security & Digital Science, which equips you with the knowledge and skills
required to protect the cyber infrastructure of the nation and have bought a rapid and dynamic change in the careers of
a Science student and Software professional.

The Institute has a State of art infrastructure with the Cyber Advisory Council at SIICS comprising of academicians,
Industry professionals, IT Administrators, Entrepreneurs, Policy makers and Bureaucrats with expertise in this area.

The campus is designed to provide the cyber learning infrastructure in terms of classrooms, seminar halls, tutorial
rooms, library, computer labs, etc., also has ample open learning space to create a unique ambience that stimulates
peer and group learning experiences. Various MOUs with Technology partners and many others.

p ~ -9

SIICS was Awarded with the International Education Award 2022 at the hands
of Former Indian Cricketer Mr. Sunil Gavaskar by TIME Cyber Media Pvt. Ltd.

Important Instructions

* The information provided herein is subject to change as per the directives issued by the University and/or
competent authorities and/or Suryadatta Education Foundation (SEF).

e Students are encouraged to procure a laptop with appropriate configuration to support academic assignments,
online examinations, self-learning, and digital learning. This will empower them to become digital-age learners
and develop essential digital skills for enhanced workplace productivity.

* The course fees as per the approving authority includes Tuition Fees and Development Fees.

e Value-added programs (if any) are optional and additional charges are applicable.
e Industry visits (Local or International) are Optional and will be charged on an actual cost basis.

@ Enriching Careers & Enhancing Lives Since 1999



SURYADATTA

Our Constant Source of Inspiration

Glimpses of Independence Day Celebration at Red Fort, Delhi
Suryadatta Core Team Members attended the Program on 15th August 2022

s

Professor Dr Sanjay B Chordiya & Mrs. Sushama S Chordiya H. E. Hon’ble Shri Ramnath Kovind
greeting H. E. Hon'ble Smt. Droupadi Murmu Ji President of India Former President of India

Recipient of the Award - Top Private Management Institutes in Hon'ble Smt. Nirmala Sitharaman, Finance Minister of India
Western India by Jagran Josh.com Ranking 2019 at the hands of Conferred with Suryabhushan Rashtriya Puraskar 2022
H.E. Hon’ble Shri. Venkaiah Naidu, Vice President of India

i =

Recipient of Navbharat CSR Award 2023 at the hands of Hon’ble Shri Nitin Gadkari, Minister of Road Transport and
Hon’ble Shri Ramesh Bais Governor of Maharashtra & in Highways of India Conferred with Suryadatta National
the presence of Shri Devendra Fadnavis, Deputy CM, Lifetime Achievement Award 2022

Maharashtra, Shri Rahul Narvekar, Speaker MLA

www.siics.org & Follow us on : (32 [ €

years of
ACADEMIC EXCELLENCE

Enriching Career &
Enhancing Lives !




SGI - Awards & Accolades

Prof. Dr. Sanjay B. Chordiya , Founder President and Chairman & Mrs. Sushama S. Chordiya ,Vice President &
Secretary, Suryadatta Education Foundation was honored with prestigious "CSR Heroes Award 2025" at the
hands of H.E. Governor of Maharashtra Shri. C P Radhakrishnan on 4th Feb 2025 at Mumbai

N Y

Brands of Maharashtra 2023 by Sakal at the hands of
Hon'ble Shri Devendra Fadnavis Deputy CM,
Maharashtra, Hon'ble Shri Sushilkumar Shinde

Recipient of Lokmat Achivers of PCMC

at the hands of Hon'ble Shri. Ajit Pawar,
Opposition Leader

Brands of Maharashtra 2021 by Sakal at the
hands of Hon'ble Shri Prithviraj Chavan,
Hon’ble Shri Sushilkumar Shinde, Hon’ble Shri
Sharad Pawar

Suryadatta Group of Institutes conferred with the
outstanding Multidisciplinary and Interdisciplinary
Institutes at India. The award was conferred by
Padma Bhushan Saina Nehwal to the Professor Dr
Sanjay B Chordiya, Mrs Sushama S Chordiya during
the India's Most Prominent Business Excellence

Awards - 2024 at New Delhi.
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Suryadatta Global Business Forum (SGBF)
Recipient of 'Rising Bharat Real Heroes 2024'
award at the hands of renowned actress &
Member of Parliament, Ms Hema Malini and Shri
Shyam Jaju, Former National BJP President.

Suryadatta Group of Institutes, Pune is conferred with
‘Best Multidisciplinary Integrated Institution in India’
during the Asia’s Business & Leadership Summit 2025

Professor Dr Sanjay B Chordiya conferred with
the Shiksha Shree Award 2023 at the hands of
Honble Shri Sudhir Mungantiwar (Cabinet Minister)
at Mumbai during the Shikha Shri Award Ceremony
organized by Shiksha Dan Abhiyan Federation
Organization recognized by Govt of India

Recipient of Global Business Award 2019 certificate
of Excellence in recognition of Top Institutions in
India for Holistic Development & Exemplary
Contribution to Indian Education organized by
Brand Icon Pvt. Ltd. at the hands of Renowned
Actress Ms. Madhuri Dixit Nene in Mumbat

Enriching Careers & Enhancing Lives Since 1999




Why Career in Cyber & Digital Science?
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Cyber Security is an important subject for everyone, not
just corporations. It's also vital for our children to
understand how to stay safe online, and the need to be
aware of any dangers that might come their way. We
recognize the importance of this topic, and we want to not
only empower our teens with the knowledge and skills to
navigate the online world safely and responsibly but also to
show them that they could be following a career in cyber
security, as these jobs will be in high demand in the future.

Digital World Dependencies and Vulnerabilities - Your
Cybersecurity Needs to Keep Up In 2022 alone, a total of
4,100 publicly disclosed data breaches occurred,
comprising some 22 billion records that were exposed. The
rise of artificial intelligence in general, and generative Al in
particular, is fundamentally altering the way companies use
software. Remote work has also moved digital exchanges
from office networks to residential ones, which have a
greater variety of connected devices with less protection
against cyber intrusion.

Cyber Crime Statistics:- As per EarthWeb: Cybercrime
Statistics 2023 Key Cybercrime Statistics 2023 95% of all
cybercrime and security breaches are due to human error.
The FBI reported that there was a 300% increase in
cybercrime reports since the COVID-19 pandemic. Experts
expect cybercrime damages to reach $10.5 trillion per year
by 2025. Global cyber security spending is expected to
reach $170.4 billion by 2022. A mere 5% of all company
folders are effectively protected. In 2020, 48% of all malicious
emailattachments were sent as Microsoft Office files.

Talent Gap & Skills Shortage : The world shortage as per
Weforum.org, According to the Future of Jobs 2023 report,
cybersecurity is among the top strategically emphasized
skills for the workforce. Yet, there is a shortage of 3.4 million
cyber security experts to support today’s global economy.

www.siics.org & Follow us on : (3T &2 [
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This number is only expected to grow as the impact of
emerging technologies is felt across organizations. We
must prioritise thoughtful investment in the creation and
expansion of cybersecurity talent. Suryadatta International
Institute of Cyber Security us an opportunity to create
skilled, socially valuable and long-term careers for people
from all walks of life and in all regions of the world. We at
Suryadatta help you in convening a multistake holder
initiative to help fill global cybersecurity skills gap.

Scarcity of Cyber Jobs in India - India had 40,000 + job
openings for cybersecurity professionals as of May 2023. As
per economic times,there is an urgent need for upskilling
the workforce and hiring qualified professionals.

The demand for cybersecurity professionals has far
exceeded supply, causing many businesses to struggle to
recruit qualified personnel. Cyber Security skill sets that are
in high demand include data privacy, cloud security, Al
security, and network security. Enterprises in the country
have experienced over 2000 attacks every week in Q1 2023,
marking an 18% increase compared to the previous year.
The healthcare industry was a prime target, with 7.7% of
attacks directed towards it.

What is Cyber Security -

Cybersecurity is the application of tools,
technologies, policies, processes, controls, and
procedures in the protection or recovery of
networks, devices, systems and applications from
digital attacks. The digital attacks are aimed at
accessing, destroying and altering sensitive data,
disrupting workflows and extorting money.

®



Glimpses of our Existing

Bavdhan Campus @ 2024
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State-of-the Art Infrastructure

Suryadatta campus
is strategically located at Bavdhan in
Pune and is aesthetically designed to
create a unique ambience. The Modern
Infrastructure including Classrooms are
equipped with audio visual aids, well equipped
science laboratories, computer labs and
exhaustive library make learning interesting for
students. The outdoor & indoor sports
facility, yoga & meditation hall,
gymnasium, and cafeteria take care of
the physical & mental health of
students.

Computer Lab
L
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Cyber And Digital Advisory Council

Data

Confidentiality

Integrity

Availability

SIICS has established robust connect with the industry, entrepreneurs, policy makers and the professionals in
this arena. The Cyber Advisory Council at SIICS comprises academicians, industry professionals, IT

administrators, entrepreneurs, policy makers and bureaucrats with expertise in this area.

Lt. Gen.
(Dr) D. B. Shekatkar (Retd.)

Chancellor, Sikkim University

Dr. Harold D’Costa
President
Cyber Security Corporation

Mr. Deepak Shikarpur
I.T. Evangelist

PRACTISING EXPERTS

Air Marshal
Bhushan Gokhale (Retd.)
VSM, AVSM, PVSM

Adv Prashant Mali
International Cyber Law
& Privacy Law Expert

Mr. Vinayak Sathe

Entrepreneur

———
-

Mr. Anupam Bhatnagar
Director General
Gesia IT Association

Lt. CDR Srivastsan Ramani
(IN Ret)

Adv. Jayashri Nangare
Leading Cyber Law
Practitioner

Shri. Sandip P Gadiya

Cyber Crime Investigator
& Cyber Forensic Expert

Mr. Kailash Katkar
MD & CEO
Quickheal Technologies

’fs'; NG
Adv. Vaishali Bhagwat

Leading Cyber Law
Practitioner

All students of SIICS shall be provided a student membership of the Cyber and Digital Council.
After they graduate, they shall convert theirmembership to a professional membership.
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Savitribai Phule Pune University (SPPU) Affiliated Graduation Program

SURYADATTA
Celebrating - 2025

¥

years of
ACADEMIC EXCELLENCE

B.Sc. Cyber & Digital Science (B.Sc.CDS) &=

__—

As per NEP, after completion of the respective year course work successfully, Student will be awarded:

1*Year : Certificate

J 2" Year : Diploma :J 3"Year : Degree zj For availing Honors students have to pursue - 4th Year,,d

Objective :

The B.Sc-CDS (Cyber and Digital Science) Programis a 3
year Bachelors Degree Program & 4th Year will be
Honor Degree Program affiliated to the Savitribai Phule
Pune University. The main objective of the program is
to make students aware of cyber crime and learn ways
to handle them. To produce entrepreneurs who can
work in the area of Cyber and Digital Forensics and
Cyber Security Architect and service providers.

To prepare students with the technical knowledge and
skills needed to protect and defend computer systems
and networks. To develop graduates that can plan,
implement, and monitor cyber security mechanisms to
help ensure the protection of information technology
assets. The Program is designed to empower students
for immediate employment on passing out. It is a fine
blend of Theory & Practical, with an emphasis on
Communication Skills and Interpersonal Skills.

Eligibility :

1. Higher secondary school certificate (10+2) with Science or its
equivalent examination with English OR 2.Three year Diploma
course from the board of technical education conducted by
government of Maharashtra or its equivalent OR 3. Higher
secondary school certificate (10+2) Science Examination with
English and a vocational subject of +2 level (MCVC)

Beyond Curriculum:

The academic curriculum for Cyber and Digital Science is
supplemented and enriched through multiple additional
inputs and knowledge based learning in the form of guest
lectures, seminars, conferences, symposiums, experiential
learning such as field work, case studies — hands on insights
through projects with the industry and the surveillance
agencies, assistantship with cyber lawyers and advocates,
competitions & professional society activities. We also provide
twenty modules every year in the form of workshop modules as

additionalinputs.

Importance of Cyber
& Digital Science?

The required skills are analytics, engineering, and software
development, and also highly specialised functions such as intrusion
detection (monitoring suspicious activity on the network), access
management, risk auditing, cryptography, forensic sciences, and
network security.

Phishing schemes were the number one crime type with 300,497
complaints and, for the first time, investment schemes reported the
highest financial loss to victims. Victims aged 30-39 were the largest
reporting group, while the greatest dollar loss was incurred by citizens
aged 60 and older.

Among the complaints received in 2022, phishing, personal data breach,
and non-payment/non-delivery are the top incidents reported. And
while phishing ranked number one, the associated dollar loss of $52
million is small in comparison to investment fraud which resulted in a
$3.3 billion loss— increasing a staggering 127% from the previous year.
Within those complaints, crypto currency investment fraud rose from
$907 million in 2021 to $2.57 billion in 2022, with the most targeted age
group reporting this type of scam being 30-49.

In the state-wide rankings, Illinois was 5th highest for number of victims
at 14,786, and 7th highest for victim dollar loss at $266.7 million.
Business email Compromise (BEC), a sophisticated scam targeting both
businesses and individuals performing transfers of funds, topped the
list, measuring dollar loss with investment fraud and tech support scams
rounding out the top three in Illinois.

- BEC—$83,883,493

+ Investment Fraud—$75,614,466

+ Tech Support—$31,413,362

www.siics.org & Followus on : (3E 2 0 €



Bachelor of Science in B S CDS 3"Year : Degree
° C. 4" Year : Honors

Cyber & Digital Science

Career Growth Pathway : Job Opportunities :

Graduate students of Suryadatta have bright
future prospects & have multiple options to
pursue their master degree (M.Sc. Cyber
Security, M.Sc. Data Science, M.Sc.CA, MCA &
PGDM)

e Lead and Internal Auditor for information security
management systems in surveillance agencies,
Assistantship with cyber lawyers and advocates. « Network
Engineer « Information Security Analyst « Ethical Hacker Job
Roles ¢ Security Architect » Chief Information security officer
(CISO)

SEMESTER | SEMESTER II
Paper Code Paper Title Paper Code Paper Title
CDS101MJ Linux System Administration CDS151MJ Fundamentals of Cyber security
CDS102MJ Fundamental of C programming CDS152MJ Network Security
CDS103MJ Fundamentals of Computer CDS153MJ Python Programming
CDS104MJP Practical based on CDS101M)J CDS154MJP Practical based on CDS151MJ
CDS105MJP Practical based on CDS102M)J CDS155MJP Practical based on CDS152MJ
CDS106MJP Practical based on CDS103MJ CDS156MJP Practical based on CDS153MJ
CDS101IKS Computing in ancient India OE152CDSP Office Automation/ Introduction to Google
OE101CDS Office Automation / Introduction to Tools
Google Tools SEC151CDS Statistical techniques for Computer Science
SEC101CDS Fundamentals of Digital OR

AEC101MAR/HIN
VECI01ENV
CC101PE/NSS/NCC

SEMESTER il

Communication (Practical)
MIL-I(Hindi) / MIL-I(Marathi)
EVS-I

University Basket

AEC151MAR/HIN
VEC151ENV
CC151PE/NSS/NCC

SEMESTER IV

Advance Excel

MI L-I(Hindi) / MIL-I(Marathi)
EVS-II

University Basket

Paper Code Paper Title Paper Code Paper Title

CDS201MJ Ethical Hacking-I CDS251MJ Ethical Hacking-II

CDS202MJ Cyber Ethics, Cyber Law & Cyber Policies CDS252MJ Cloud Security

CDS203MJ Advance Network Security CDS253MJ Database Management System
CDS204MJP Practical based on CDS201M)J CDS254MJP Practical based on CDS251MJ
CDS221VSC Data Structure using Python CDS281FP Mini Projects based on CDS251MJ
CDS231FP Mini Projects based on CDS201M)J CDS291MN Advanced Web Technology
CDS241MN Web Technology CDS292MNP Practical based on CDS291MN
CDS242MNP Practical based on CDS241MN OE251CDS University Basket

OE201CDS University Basket SEC251CDSP Business Communication
AEC201ENG Principles of OS AEC251ENG NO SQL database(Mongo DB)
CC201PE/NSS/NCC  University Basket CC251PE/NSS/NCC  University Basket




SEMESTER V
Paper Code

Paper Title

SURYADATTA
Celebrating - 2025

Bachelor of Science in B S CDS 3"Year: Degree i ly B
.. . ° Co 4"Year : Honors [
Cyber & Digital Science

Enriching Career &
Enhancing Lives !

SEMESTER VI

Paper Code

Paper Title

CDS301MJ
CDS302MJ
CDS303MJ
CDS304MJP
CDS305MJP
CDS306MJ
CDS307MJP

CDS308MJ
CDS309MJP
CDS321VSCP
CDS331FP
CDS341MN
CDS342MNP

Digital Forensic-I

Malware Analysis

Cyber Threat Intelligence
Practical based on CDS301MJ
Practical based on CDS302M)
Block chain

Practical based on CDS306M)
OR

Mobile Forensic

Practical based on CDS308M)
Statistical Method-II

Project

Internet Of Things

Practical Based on CDS341MN

SEMESTER VIl (Honors)

CDS351MJ
CDS352MJ
CDS353MJ
CDS354MJP
CDS355MJP
CDS356MJ

CDS357MJP

CDS358MJ
CDS359MJP
CDS3810JT
CDS391IMN
CDS392MNP

Digital Forensic-II

|OT Security

Cyber Crime& Reports
Practical Based on CDS351MJ
Practical Based on CDS352MJ
Vulnerability Assessment &
Penetration Testing

Practical Based on CDS356MJ
OR

Fin-Tech Cyber Security
Practical Based on CDS358MJ
Hands on Training Project

Al and Machine Learning
Practical Based on CDS391MN

SEMESTER VIIlI (Honors)

Paper Code Paper Title Paper Code Paper Title
CDS401MJ Malware Analysis Il CDS451MJ Mobile Application And Services
CDS402MJ Intrusion Detection and Prevention System CDS452M) Incident Handling
CDS403MJ Digital Image Processing CDS453MJ Cyber Security Architecture
CDS404MJP Practical Based on CDS401MJ CDS454MJP Practical Based on CDS451MJ
CDS405MJP Practical Based on CDS402MJ CDS455MJP Practical Based on CDS452MJ
CDS406MJ Cyber Crime Investigation CDS456MJ Introduction to Hardware Security
CDS407MJ Cyber Threat Intelligence Il CDS457MJ IT Security Strategy Planning & Leadership
CDS408MJ Digital Payments and Its Security tCDS458M)J Dark web and Cyber warfare
CDS409MJP Practical Based on CDS408MJ CDS459MJP Practical Based on CDS458MJ

OR OR
CDS410MJ Wireless Security CDS460MJ Dec Sec Ops
CDS411MJP Practical Based on CDS410MJ CDS461MJP Practical Based on CDS460MJ

OR OR
CDS412MJ IT Act 2000 in Cyberspace CDS462M)J Tools & Technology for Cyber Security
CDS413MJP Practical Based on CDS412MJ CDS463MJP Practical Based on p
CDS441MN Research Methodology CDS4810JT oJT

SEMESTER VII (Research)

SEMESTER VIl (Research)

Paper Code Paper Title Paper Code Paper Title

CDS401MJ Malware Analysis Il CDS451MJ Mobile Application And Services

CDS402MJ Intrusion Detection and Prevention System CDS452MJ Incident Handling

CDS403MJ Digital Image Processing CDS453MJ Cyber Security Architecture

CDS404MJP Practical Based on CDS401MJ CDS454MJP Practical Based on CDS451MJ

CDS405MJP Practical Based on CDS402MJ CDS455MJP Practical Based on CDS452MJ

CDS406MJ Digital Payments and Its Security CDS456MJ Dark web and Cyber warfare

CDS407MJP Practical Based on CDS406MJ CDS457MJP Practical Based on CDS456MJ
OR OR

CDS408MJ Wireless Security CDS458MJ Dec Sec Ops

CDS409MJP Practical Based on CDS408MJ CDS459MJP Practical Based on CDS458MJ
OR OR

CDS410MJ IT Act 2000 in Cyberspace CDS460MJ Tools and Technology for Cyber Security

CDS411MJP Practical Based on CDS410MJ CDS461MJP Practical Based on CDS460MJ

CDS431RP Research Project CDS481FP Research Project

CDS451MN Research Methodology

*CC: Core Course *DSE: Discipline Specific Elective *AECC: Ability Enhancement Compulsory Course *SECC: Skill Enhancement Compulsory Course

*Syllabus is received from affiliating body subject to any change from respective competent authority.

www.siics.org & Follow us on : (32 [ €
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Bachelor of Science in B Sc CS

Computer Science

3"“Year : Degree
4" Year : Honors

_—_

As per NEP, after completion of the respective year course work successfully, Student will be awarded:

1*Year : Certificate

. ) 2" Year : Diploma :) 3“Year : Degree 2 ) For availing honors students have to pursue - 4th Year,,()

Course Objectives:

» To develop problem solving abilities using a computer.

« To build the necessary skill set & analytical abilities for
developing computer based solutions for real life problems.

« To train students in professional skills related to Software
Industry.

« To prepare necessary knowledge base for research and
development in Computer Science.

» To help students build-up a successful career in Computer
Science and to produce entrepreneurs who can innovate and
develop software products.

SEMESTER |

Course

Code Title

CS-101-T Problem Solving using ‘C' Programming

CS-102-P Lab Course based on CS-101-T

MTS-101-T Mathematics

MTS-102-P Lab Course based on MTS-101-T

ELS-101-T Electronic Science

ELS-102-P Lab Course based on MTS-101-T

IKS100T Generic IKS

OE101CS / Office Automation | /

OE102CS / Introduction to Computers and

OE103CS Basics of Internet / Introduction to
Google Apps |

SEC101CS Statistical Methods for Computer Sci. |

AECL101MAR/HIN MIL-I (Hindi) / MIL-1 (Marathi)

VEC101ENV EVS-I

Course Paper

Code Title

CS-151-T Advanced C Programming

CS-152-P Lab Course Based on CS-103-T

MTS-151-T Mathematics

MTS-152-P Lab Course Based on MTS-103-T

ELS-151-T Electronic Science

ELS-152-P Lab Course Based on ELS-103-T

OE151CSP/ Office Automation Il /

OE152CSP / Computer Fundamentals /

OE153CSP Introduction to Google Apps Il

SEC151CS Statistical Methods for Computer Sci. Il

AECI51IMAR/HIN  MIL-Il (Hindi) / MIL-Il (Marathi)

VEC151ENV EVS-II

CC151PE/NSS/NCC Course from University Basket

Note* : (i) The detailed syllabus of Mathematics, Electronic Science and Statistics will be published separately by respective boards.

Eligibility :
In order to be eligible for admission to Bachelor of Computer
Applications a candidate must have passed.

« Higher Secondary School Certificate (10+2) Science Stream
with Mathematics or its equivalent examination

 Three Years Diploma Course, after S.S.C. (10th standard) of
Board of Technical Education conducted by Government of
Maharashtra or its equivalent.

Career Growth Pathway : Graduate Students of Suryadatta
have Bright future prospects Students have multiple options to
pursue their Masters degree from Suryadatta Institutes (MBA /
PGDM / M.Com / MCA / M.Sc. Cyber Security / M.Sc.
Bioinformatics / M.Sc. Data Science / M.Sc. CA / M.Sc.CS) Masters
Degree from Lincoln University in the field of Interior, Fashion,
Animation, Retail, Event Management, Hospitality and Tourism
Management from AIU approved Lincoln University. With the
BSc Computer Science, you will be able to apply for a range of
computational and mathematical jobs in the creative industries,
business, finance, education, medicine, engineering and
science.

The BSc Computer Science helps you develop a widely
applicable skill set in computing with strong programming and
mathematics skills, as well as wide ranging skills in project
management, effective presentations and teamwork. Graduate
with a portfolio of work fit to present to potential employers.

Job Opportunities:

« Application programmer
» Web site developer

« Film special effects and post-production

* Mobile App developer
- Video game developer

« Computer music/sound engineer

* Interface designer « Systems analyst

» Database manager + Data Analysation

- Software Engineering - Computer Manufacturers
« IT Department * Cyber Security

« Technical Support

» Government Agencies

(i) The detailed syllabus of Generic IKS, MIL (Hindi), MIL (Marathi), EVS and CC will be provided by SPPU separately which is common to all courses.
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Bachelor of Science in
Computer Science

SEMESTER IlI

B.Sc.CS
_—

SEMESTER IV

SURYADATTA
Celebrating - 2025

Degree =
Honors

years of
ACADEMIC EXCELLENCE
Enriching Career &
Enhancing Lives !

Course Paper Course Paper

Code Title Code Title

CS-231 Data Structures & Algorithms - | CS-241 Data Structures & Algorithms - ||

CS-232 Software Engineering CS-242 Computer Networks-I

CS-233 Practical course on CS-231 & Cs-232 CS-243 Practical course on CS-241 & CS-242

MTC-231  Groups & Coding Theory MTC-241  Computational Geometry

MTC-232  Numerical Techniques MTC-242  Operations Research

MTC-233  Mathematics Practical-Python MTC-243  Mathematics Practical - Python Programming
Programming language - | language - Il

ELC-231  Micro controller Architecture & ELC-241  Embedded System Design
Programming ELC-242  Wireless Communication & Internet of Things

ELC-232 Digital Communication & Networking ELC-243 Electronics Practical Course - Il

ELC-233 Electronics Practical Course - | AECC-I Environment Science - I

AECC-I Environment Science - | AECC-II Language Communication - Il

AECC-II Language Communication - |

rd

SEMESTER V SEMESTER VI 3 Youl
Course Paper Course Paper
Code Title Code Title NS )
CS-351 Operating Systems - | CS-361 Operating Systems - Il
CS-352 Computer Networks - Il CS-362 Software Testing
CS-357 Practical course based on Cs501 CS-367 Practical course based on Cs601
CS-353 Web Technologies - | CS-363 Web Technologies - Il
CS-354 Foundations of Data Science CS-364 Data Analytics
CS-358 Practical course based on Cs503 CS-368 Practical course based on CS603 and Cs604
CS-355 Object Oriented Programming - | (Core Java) CS-365 Object Oriented Programming - Il (Advanced Java)
CS-356 Theoretical Computer Science & CS-366 Theoretical Computer Science and Compiler

Compiler Construction - | Construction - Il
CS-359 Practical Course based on Cs505 CS-369 Practical Course based on Cs605
CS-3510  Python Programming / R Programming CS-3610  Mobile Application Development OR Software
CS-3511  Open Elective Testing Tools

CS-3611  Project
OR

*Syllabus is received from affiliating body subject to any change from respective competent authority.

Open Elective

www.siics.org & Follow us on: f [EI@ in (&



Bachelor of Science in B SC lT

Information Technology

3"“Year : Degree
4" Year : Honors

_

As per NEP, after completion of the respective year course work successfully, Student will be awarded:

1*Year : Certificate

J 2" Year : Diploma :J 3“Year : Degree 2J For availing honors students have to pursue - 4th Year,,,J

Course Objectives :

« To strengthen the basics of the subject useful in selecting various
career options.

« To prepare students to meet the information and communication
technology needs of private and government organizations

+ To make the students industry ready by teaching them to apply
the technologies in various fields of IT, including Mobile
applications, Web site development and management,
databases, and computer networks.

Job Opportunities :

* Application Programmer

« Information Technologist

« Computer Information Specialist
« Database Administrator

» Hardware & Network Expert

« Information Security Coordinator

« Information Architect

« Computer Support Specialist
* System designer

« Enterprise Information Office
& Many more..

Eligibility :
« Higher secondary school certificate (10+2) Science or its
equivalent examination with English OR

* Three-year diploma course from the board of technical
education conducted by Government of Maharashtra or
its equivalent OR

* Highersecondary school certificate (10+2) Examination
with English and a vocational subject of +2 level (MCVC)

Career Growth Pathway :

Graduate students of Suryadatta have bright future
prospects & have multiple options to pursue their master
degree (M.Sc. Cyber Security / M.Sc.Data Science /M.Sc.CA/
MCA /PGDM /M.Sc.CS)

st
SEMESTER | SEMESTER Il 1Year
Course Paper Course Paper &/
Code Title Code Title S )
IT101MJ Problem Solving using Python Programming IT151M) Advanced Python
IT102MJP Practical Based on IT101MJ IT152MJP Practical Based on IT151MJ
IT103MJ Basics of Computer Network IT153M) Advanced Networking
IT1L04MJP Practical Based on IT103MJ IT154MJP Practical Based on IT153MJ
IT105M) Fundamentals of Cloud Computing IT155M) Cloud Computing Architecture and Design
ITLO6MJP Practical Based on IT105MJ ITI56MJP Practical Based on IT155MJ
OE101IT MS Office Automation OE102ITP Tally Prime
SEC101IT Database Management System SEC102ITP  Practical Based on SEC101IT
IT101IKS Computing in Ancient India AEC101 Green IT
AEC101 Technical Communication Skills VEC101ENV  EVS-II
VEC101ENV EVS-I

nd

SEMESTER Il SEMESTER IV 2Year
Course Paper Course Paper .
Code Title Code Title N ?
IT201M)J Object Oriented Programming using Python IT251M) Exploratory Data Analysis
IT202M) Wireless Networking IT252M) Cryptography & Network Security
IT203MJP  Practical Based on IT201MJ + IT202M)J IT253MJP Practical Based on IT251MJ + Practical
IT221VSC ~ E-commerce Based on IT252M)J
IT231FP Mint Project IT231VSC Software Engineering
IT241MN Public Cloud -Google, AWS, Azure IT282FP Mini Project
IT242MNP  Practical Based on IT241MN IT291IMN Automation tools for cloud Deployment
OE201IT Content Writing / Script Writing IT292MNP Practical Based on IT291MN
IT201IKS From University Basket OE251ITP Practical Based on Script Writing
AEC201 ENG Soft Skill - | SEC251IT Linux Operating System

AEC251ENG Soft Skill - 11
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SURYADATTA
Celebrating - 2025

Bachelor of Science in B S T 3" Year : Degree iy =
° C. 4" Year : Honors

years of
ACADEMIC EXCELLENCE

Information Technology R

rd

SEMESTER V SEMESTER VI 3 Year
Course Paper Course Paper )
Code Title Code Title =
IT301MJ Data Mining IT351MJ Data Analysis Tool (power Bi)
IT302MJ Internet Technology IT352M)J Information Security Management and
IT303MJ Mobile Application Development Data Privacy
IT304MJ Emerging Technologies IT353MJ Web Technologies
IT305 MJP  Practical Based on IT301MJ IT354M)J Public cloud, networking and security
IT306MJP Practical Based on IT303MJ IT355MJP  Practical Based on IT351MJ
IT307MJ Core Java IT356MJP  Practical Based on IT353MJ
IT308MJP Practical based on IT307MJ IT357MJ Advanced Java

OR IT358MJP  Practical Based on IT357MJ
IT309 MJ VB dotnet OR
IT310MJP Practical Based on IT309 MJ IT359MJ Dot net framework Using ASP
IT321VSC IT Service Management IT360MJP  Practical Based on IT359MJ
IT331FP Project IT322VSCP  Practical Based on IT352MJ

IT341MN Cloud computing and visualization foundation IT3810JT  On Job Training

SEMESTER VII (Honors) SEMESTER VIII (Honors)
Course Paper Course Paper .
Code Title Code Title N
IT401MJ Advanced Operating System ITA51M) Software Architecture & Design Pattern
IT402M)J Paradigm of Programming Language IT452M) Artificial Intelligence
IT403MJ Object Oriented Analysis & Algorithm IT453MJ Cyber Security
IT404MJP Practical based on IT401MJ IT454MJP Practical based on IT451M)
IT405MJP Practical based on IT402MJ ITA55MJP Practical based on IT452M)J
IT406M) Data Centre Technologies ITA56M) Network Security
IT407MJ Machine Learning IT457M) Internet Of Things
IT408M) Data Science & Analytics IT458M) Development & Operation
IT409MIP  Practical based on IT408MJ T459MIP- Practical based on [T458M)

OR IT460M) 3:chine Learning
IT410MJ Spring Boot & Hibernate :
IT41IMIP  Practical based on [T410M) TAGIMIP - Practical based on [T460M)

OR .

. IT462M) Cloud Computin

Ta1om) - Block Chain T463MIP  Practical based on ITA62M)
IT413MJP Practical based on IT412MJ IT4810JT oIT .
IT441MN Research Methodology
SEMESTER VII (Research) SEMESTER VIl (Research)
Course Paper Course Paper )
Code Title Code Title N
IT401MJ Advanced Operating System IT451MJ Software Architecture & Design Pattern
IT402M)J Paradigm of Programming Language IT452MJ Artificial Intelligence
[T403MJ Design and Analysis of Algorithm IT453M)J Cyber Security
IT404MJP Practical based on IT401MJ IT454MJP Practical based on IT451M)J
IT405MJP Practical based on [T402MJ ITA55MJP Practical based on IT452M)
IT406MJ Data science & Analytics IT456M)J Development & Operation
IT407MJP Practical based on IT406M)J IT457MJP Practical based on IT456M)J

OR OR
IT408MJ Spring Boot & Hibernate IT458M) Machine Learning
IT409MJP Practical based on IT408MJ ITA59MJP Practical based on IT458M)J

OR OR
IT410MJ Block Chain IT460M)J Cloud Computing
IT411MJP Practical based on IT410MJ ITA61MJP Practical based on IT460M)J
IT431RP Research Project IT481FP Research Project

IT451IMN Research Methodology

Microsoft Word - Proposed Structure of BSc_IT.docx (unipune.ac.in)
*Syllabus is received from affiliating body subject to any change from respective competent authority.

www.siics.org & Follow us on : (32 [ € @



Bachelor of Science Artificial
Intelligence and Machine Learning

B.Sc.Al & ML

3“Year: Degree  4"Year:Honors

As per NEP, after completion of the respective year course work successfully, Student will be awarded:

1*'Year : Certificate

“J 2™ Year : Diploma :J 3“Year : Degree zJ For availing honors students have to pursue - 4th Year,,,J

Course Objectives:

The Bachelor of Science in Artificial Intelligence and Machine
Learning (B.Sc (Al & ML)) and B.Sc (Al & ML) Honors and
Research; program is designed to provide advanced
education and training in the field of Al and ML. Driven by the
combination of increased access to data, computational
power, and improved algorithms, Artificial Intelligence (Al)
technologies are entering the mainstream of technological
innovation. These technologies include search, machine
learning, natural language processing, robotics and
computer vision

Career Growth Pathway :

Eligibility :

Passed Standard Xl (10+2) or equivalent examination with
Physics and Mathematics as compulsory subjects along
with one of the Chemistry/ Biotechnology/ Biology/
Technical Vocational subject/ Computer Science/
Information Technology/ Informatics Practices/
Agriculture/ Engineering Graphics/ Business Studies from
any recognized Board with a minimum of 50% marks or
equivalent grade (45% marks or equivalent grade for
Scheduled Caste/ Scheduled Tribes).

M.Sc. Al, M.Sc. Data Science, M.Sc. ML, M.Sc. Computer Science, M.Sc. Computer Appliance, M.Sc. Cyber Security

Job Opportunities:

Machine Learning Engineer, Data Analyst, Al Research Assistant, Data Scientist, Al Solutions Architect, Business Intelligence (BI)
Developer, Deep Learning Engineer, Al Researcher, Chief Data Scientist or Chief Al Officer

B.Sc Artificial Intelligence and Machine Learning Program Outline

SEMESTER |

SEMESTER I
N

st
1Year

Course Code Paper Title Course Code Paper Title
AIML-101-T Object Oriented concepts and AIML-151-T Introduction to Python
Programming using C++ Programming
AIML-102-P Practical based on AIML-101-T AIML-152-P Practical based on AIML-151-T
MTS-101-T Discrete Structures for Computer MTS-151-T Graph Theory
Science MTS-152-P Practical based on MTS-151-T
MTS-102-P Practical based on MTS-101-T STS-151-T Continuous Probability
STS-101-T Notion of Statistical Data Analysis Distributions and Testing of
STS-102-P Practical based on STS-101-T Hypothesis
OE-101-AIML-T  From University Basket* STS-152-P Practical based on STS-151-T
SEC-101-AIMLT  Basic Probability theory and Discrete OE-151-AIML-T From University Basket*
Distributions SEC-151-AIML-T Databases — |
AIML-101-IKS Generic IKS AEC-151-ENG English
AEC-101-ENG English VEC-151-ENV EVS-II
VEC-101-ENV EVS-I CC-151-PE/ NSS From University Basket

Enriching Careers & Enhancing Lives Since 1999

/NCC




SURYADATTA
Celebrating - 2025

Z»U"z
years of
ACADEMIC EXCELLENCE

H onors ancing Lives !

Bachelor of Science Artificial
Intelligence & Machine Learning

B.Sc.Al &

3“Year: Degree  4"Year:

Enri
Enh;

SEMESTER Il SEMESTER IV

Course Paper Course Paper &/

Code Title Code Title \ y

AIML-201-MJ-T  Data Structures (using Python) AIML-251-MJ-T Microservices using Python

AIML-202-MJ-T  Software Engineering AIML-252-MJ-T  Artificial Intelligence - |

AIML-203MJ-P Lab course on AIML201MJ + AIML-253-MJ-P Practical based on AIML251MJ +
AIML202MJ AIML252M

AIML-221-VSC-P  Advanced Python Programming AIML-221-VSC-P  Databases — |l

AIML-201-IKS Computing in Ancient India AIML-241-FP Mint Project

AIML-231-FP Mint Project AIML-241-MN-T  Logic

AIML-241-MN-T  Linear Algebra AIML-242-MN-P  Practical based on AIML241MN

AIML-242-MN-P  Practical on AIML241MN OE-251-AIML-T  From University Basket* 2

OE-201-AIML-T From University Basket* SEC-251-AIML-P  DAA - | (Brute Force, D&C, Greedy,

AEC-201-ENG From University Basket Dynamic Programming)

CC-201-PE/NSS  From University Basket AEC-251-SUB From University Basket

/NCC CC251PE/NSS From University Basket o

/NCC
rd

SEMESTER V SEMESTER VI 3 Youl

Course Paper Course Paper .

Code Title Code Title < >

AIML-301-MJ-T Artificial Intelligence - 1I AIML-351-MJ-T Optimization Techniques

AIML-302-MJ-T  Machine Learning Techniques — | AIML-352-MJ-T Machine Learning Techniques — ||
(Supervised) AIML-353-MJ-T Data Mining Techniques

AIML-303-MJ-T Data Preparation and Visualization AIML-354-MJ-T Evolutionary Algorithms (FL, GA)

AIML-304-MJ-T  DAA - Il (Backtracking, B&B, AIML-355-MJ-P  Practical based on AIML351MJ
Randomized, P&NP and AIML-356-MJ-P Practical based on AIML352MJ &
approximation algos) AIML353MJ

AIML-305-MJ-P Practical based on AIML301MJ AIML-360-MJ-T Business Intelligence (Atoti)

AIML-306-MJ-P Practical based on AIML302MJ & AIML-361-MJ-P Practical based on AIML357M)J
AIML303MJ OR

AIML-310-MJ-T  Big Data Analytics AIML-362-MJ-T  MEAN ||

AIML-311-MJ-P  Practical based on AIML306M)J AIML-363-MJ-P  Practical based on AIML359M)J
OR OR

AIML-312-MJ-T  MEAN - | AIML-364-MJ-T  Game Theory

AIML-313-MJ-P  Practical based on AIML308M)J AIML-365-MJ-P P Practical based on AIML361M)J
OR AIML-371-VSC-P  Database Technologies

AIML-314-M)J Mobile app development (Unstructured Databases)

AIML-315-MJ-P Practical based on AIML310MJ AIML-381-0JT On Job Training

AIML-321-VSC-P  Linux Shell Scripting

AIML-331-FP Project *Syllabus is received from affiliating body subject to any change

AIML-341-MN-T

Calculus for ML
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from respective competent authority.
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Bachelor of Science in B S DS 3"Year : Degree
° C. 4" Year : Honors

Data Science

_—_

As per NEP, after completion of the respective year course work successfully, Student will be awarded:

1*Year : Certificate “J 2" Year : Diploma :J 3“Year : Degree zJ For availing honors students have to pursue - 4th Year,,,J

Course Objectives:

. o Eligibility :
The Bachelor of Science in Data Science is designed to empower

students with knowledge and skills required to thrive in an era of (a) Higher Secondary School Certificate (10+2) Science
data science and technology. By choosing B.Sc. (Data Science) Stream or its equivalent examination

Programme, students enter into the dynamic field of data

science and data analytics. Students will engage and build OR

strong foundation in mathematics, statistics, computer science (b) Three Years Diploma Course after S.S.C. (10th
and ethical data practices. This programme not only equips standard) of Board of Technical Education conducted by
students with technical expertise but also fosters a mindset of Government of Maharashtra or its equivalent.

continuous learning, adaptability and ethical leadership.

Career Growth Pathway :
M.Sc. Data Science, M.Sc. Computer Application, M.Sc. Computer Science, MBA in Data Analytics, M.Sc. Cyber Security

Job Opportunities:
Data Analyst, Data Scientist, Data Engineer, Business Analyst, Software Engineer, Cloud Data Specialist, Healthcare Data °
Analyst, Financial Data Scientist, Retail/Data Marketing Analyst

st

SEMESTER | SEMESTER II 1Yea"
Course Code Paper Title Course Code Paper Title A
DS101T Problem Solving and Python Programming DS151T Advanced Python Programming
DS102P Lab Course on DS101T (Python DS152P Lab Course on DS151T (Advanced

Programming) Python Programming)
DS103T Descriptive Statistics DS153T Discrete Probability and Probability
DS104P Lab Course on DS103T (Descriptive Distributions

Statistics) DS154P Lab Course on DS153T (Discrete
DS105T Computational Mathematics Probability and Probability
DS106P Lab Course on DS105T (Computational Distributions)

Mathematics) DS155T Graph Theory
OE101DS Office Automation/ Computer DS156P Lab Course on DS155T (Graph

Fundamentals/ Introduction to Google Tools Theory)
SEC101DS Computer Organization OE151DSP Office Automation/ Computer
DS101IKS Indian Knowledge System (Generic) Fundamentals/ Introduction to
AEC101 MAR/ MIL-I (Hindi) / MIL-I (Marathi)/ MIL-I Google Tools
HIN/ ENG (English) SEC151DS Lab Course on Excel and Advanced
VEC101 ENV EVS-I Excel

AEC101 MAR/ MIL-I (Hindi) / MIL-I (Marathi)/

HIN/ ENG MIL-1 (English)
VEC101 ENV EVS-II
CC151PE/ NSS/ NCC From University Basket

H

eers & Enhancing Lives Since 19




SURYADATTA
Celebrating - 2025

Bachelor of Science in B S DS 3" Year : iy =
. c . 4th Year : ACADEM{(e:aESX‘gELLENCE

Data Science Sy e 8
nd
SEMESTER Il SEMESTER IV 2.
Course  Paper Course Paper b
Code Title Code Title <
DS201MJ Database Management System DS251MJ Relational Database Management System
DS202MJ Data Structure-I DS252M)J Data Structure-l|
DS203MJP Lab Course on DS201MJ & DS202MJ DS253MJP Lab Course on DS251MJ and DS252M)J
DS221VSC Foundations of Data Science DS221VSC Data Analytics
DS231FP Minti Project DS231FP Mint Project
DS241MN Probability Distribution and Modelling DS241MN Testing of Hypothesis and Sampling
DS242MNP Lab Course on DS241MN Distributions
OE201DS E-commerce / Web Design/ Digital DS242MNP Lab Course on DS241MN
Marketing OE251DSP Ecommerce/ Web Design/ Digital
DS201IKS Computing in Ancient India Marketing
AEC201ENG Soft Skills-I SEC251DSP Software Engineering
CC201PE/ NSS From University Basket AEC201ENG Soft Skills-II
/ NCC CC201PE/ NSS  From University Basket
/ NCC °
rd
SEMESTER V SEMESTER VI 3 Year
Course Paper Course Paper >
Code Title Code Title N
DS301MJ NoSQL databases DS351MJ Data Visualization and Modelling
DS302MJ R Programming DS352MJ Artificial Intelligence in Data Science
DS303MJ Foundations of Artificial Intelligence DS353MJ Data Security and Privacy
DS304MJP Lab Course on DS301MJ (NoSQL DS354MJP Lab on DS351MJT
databases) DS355MJP Lab Course on DS352M)J
DS305MJP Lab Course on DS302 ® DS360MJ HR Analytics
Programming) DS361MJP Lab Course
DS310MJ Business Analytics OR
DS311MJP Lab Course DS362MJ Financial Analytics
OR DS363MJP Lab Course
DS312MJ Social Media Analytics DS3810JT On Job Training
DS313MJP Lab Course DS391IMN Multivariate Analysis
DS321VSCP Lab Course on MATLAB -
DS331FP Mini Project
DS341MN Categorical Data Analysis

*Syllabus is received from affiliating body subject to any change from respective competent authority.
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Bachelor of Science in B S CA 3"Year : Degree
Y C. 4" Year : Honors

Computer Application

_—_

As per NEP, after completion of the respective year course work successfully, Student will be awarded:

1*Year : Certificate “J 2" Year : Diploma :J 3“Year : Degree zJ For availing honors students have to pursue - 4th Year,,,J

Course Objectives: Eligibility :

The objectives of a BSc in Computer Applications (BCA) - )

program at Savitribai Phule Pune University (SPPU) are to B.Sc. (Computer Application) Any candidate who has
provide students with a strong foundation in computer passed the XIl standard Examination in Science stream
science and its app[[caﬂonsl equ[ppmg them with the with Mathematics from Maharashtra State board of
necessary skills for careers in the IT sector or for further Secondary and Higher secondary education or equivalent
studies. This includes developing problem-solving abilities, board of examination is eligible for admission to the
analytical skills, and the ability to apply computer-based (FY.B.C.A) OR Passed Three Year Diploma Course

solutions to real-world problems. approved by the DTE, Maharashtra State or its Equivalent
authority.

Career Growth Pathway :
M. Sc. Computer Science, M. Sc. Computer Applications, M.Sc. Cyber Security

Job Opportunities:
Data Analyst, Software Developer / Engineer, Blockchain Developer, Web Developer (Frontend, Backend, Full Stack), IT Support
Specialist, System Administrator, Cloud Support Associate, System Administrator °
y st
SEMESTER | SEMESTER Il 2 1Yea"
Course Code Course Name Course Code Course Name A
CA101-T Problem Solving and Programming in C CA151-T Advanced C Programming
CA102 - P Lab course on CA101 - T CAl152 -P Lab course on CA151 - T
CA103-T Computer Organization & Architecture CA153-T Introduction to Microcontrollers
CA104 - P Lab course on CA103 - T CAl54 -P Lab course on CA153 - T
CA105-T Discrete Mathematics and Statistics CA155-T Linear Algebra
CA106 - P Laboratory course on CA-105 - T CAl156 - P Laboratory course on CA-155 - T
OE101- CA Introduction to Data Science OE151- CA Data Science Using Spreadsheet
SEC101- CA HTML and Web Page Designing Software
IKS-100-T Course from Basket of courses prepared by SEC151- CA Software Tools for Business
the University Communications
AEC - 101 - ENG Course from University Basket 0 AEC151- ENG Course from University Basket
VEC - 101 - ENV  Course from University Basket VEC - 151 - ENV Course from University Basket
CC-151-PE Course from University Basket

cet1999
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SURYADATTA
Celebrating - 2025

Bachelor of Science in B S CA 3" Year ; Degree iy =
° c. 4" Year : Honors

years of
ACADEMIC EXCELLENCE

Computer Application Een

SEMESTER Il SEMESTER IV

Course Course Course Course

Code Name Code Name

CA201-MJ Data Structures CA251- MJ Database Management Systems

CA202 - MJP Lab course on CA201 - MJ CA252- MJP Lab course on CA251 - MJ

CA221 -VSC C++ Programming 0 CA271- VSC Python Programming

CA231-FP Field Project CA281 CEP Community Project

CA-241-MN Programming with Python CA-291-MN Introduction to Artificial Intelligence and

CA—-242-MNP Lab Course on CA-241-MN Machine Learning

OE-201-CA Introduction to Artificial Intelligence CA -292 - MNP Lab course on CA-291 - MN

CA - 200 - IKS Indian Knowledge for Computing OE -251-CA Software Tools for Office Administration
Systems SEC251- CA Spreadsheet Applications

AEC Course from University Basket AEC Course from University Basket

cC Course from University Basket cC Course from University Basket

rd

SEMESTER V SEMESTER VI 3.3
Course Course Course Course I
Code Name Code Name
CA301 - MJ Software Engineering and Testing CA351- MJ Software Project Management
CA302 - MJ Fundamentals of Artificial Intelligence CA352- MJ Web Programming
CA303 - MJP  Lab course on CA-302-MJ CA353- MJP Lab course on CA-352-MJ
CA304 - MJ Fundamentals of Data Science CA354- M) Operating system Design
CA305-MJP  Lab course on CA-304-MJ - CA355- MJP Lab course on CA-354-MJ
CA310- M User Interface and User Experience CA360- MJ Prompt & Generative Al

(UI-UX) Design CA361- MJP Lab course on CA-360 -M)J
CA311- MJP Lab course on CA - 310- MJ OR

OR CA362- MJ Big Data and Analytics
CA312- MJP Cloud Computing CA363- MJP Lab course on CA-362- MJ
CA313- MJP Lab course on CA-312 - MJ OR

OR CA364- MJ Mobile Application Development
CA314- MJ Cyber Security CA365- MJP Lab course on CA-364 -MJ
CA315- MJP Lab course on CA-314-MJ CA371 VSC Advanced JAVA Programming
CA321 VSC Core JAVA Programming CA- 381 OJT On-Job Training/ Internship
CA331 FP Field Project

CA - 341 - MN Introduction to AR-VR

*Syllabus is received from affiliating body subject to any change from respective competent authority.
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Master of Science in M SC CA

Computer Application

_—

Course Objectives: Eligibility :

The objective of the Program is to produce trained software (a) Bachelor Degree in Science / Technology /
professionals with hands-on experience on state-of-the art Engineering OR

technologies who will be able to handle challenges in IT (b) Bachelor of Computer Applications (B.C.A.) OR
industry.

(c) B.Sc.(Computer Science) OR

(d) Bachelor of Computer Science (B.C.S.) OR
(e) B.Sc.(Information Technology) OR

(f) B.Sc.(Data Science) OR

The objectives of M.Sc. (Computer Applications) program are: -

« To produce knowledgeable and skilled human resources that
isemployable in IT and ITES.

« To impart knowledge required for planning, designing and

building Complex Application Software Systems as well as (9) B.Sc.(Cyber and Digital Science) OR
to provide support for automated systems or (h) B.Sc. (Cyber Security) OR
applications. (i) B.Sc.(Cloud Computing) OR
M.Sc. (Computer Applications) Program is of Two Years (j) Bachelor of Engineering(BE/B.Tech) in Computer

duration with four semesters. It is a Full- Time post graduate
Degree Program. The program is based on credit system
comprising of total 88 credit points. It is believed that the
proposed syllabus as part of the credit-based system will bring
a qualitative change in the way M.Sc. (Computer Applications)
is taught, which will offer a more enriched learning experience.

Engg/Computer Science & Engg./ Computer Science
and Design/ Information Technology/Electronics
and Telecommunication/Al and Data Science/Al and
Machine Learning/ equivalent OR

(k) B. Voc. in Software Development/ Information

It aims to provide students with the knowledge and ability to TechnF)logyOR ) o )
develop creative solutions, and better understand the effects () B.Sc.with Computer Science as Principal Subject OR
of future developments of computer applications, systems and (m) General B.Sc. with Computer Science as one of the
technology on people and society. The students shall develop subjectat TYBSc level Programme

self and life-long learning skills.

st
SEMESTER | SEMESTER II 1.
Course Course Paper Course Course Paper ™
Type Code Title Type Code Title
MC CA 501 MJ Database Systems and SQL MC CA 551 MJ Web Technologies
CA 502 MJ Python Programming and Data CA 552 MJ Introduction to Data Science
Structures CA 553 MJ Computer Networks
CA 503 MJ Operating Systems CA 554 MJP Lab course based on CA 551
CA 504 MJP Lab course Based on CA 501 MJ & CA 555 MJP Lab course based on CA 552
CA 503 MJ ME CA 560A MJ Advance Java Programming
CA 505 MJP Lab course based on CA 502 MJ CA561AMJP  Lab Course on based on CA 560A MJ
ME CA 510A MJ Java Programming OR
CA 511 MJP Lab Course based on CA 510A CA 562B MJ C# NET
OR CA563BMJP  Lab Course on based on CA 562B
CA 512B MJ Cloud Computing OJT/FP CA 581 OJT/FP Industry Internship/Field Project
CA513BMJPL  Lab Course based on CA 512B N
RM CA 531 RM Research Methodology
nd
SEMESTER 11 SEMESTER IV 2
_ &= Year
Course Course Paper Course Course Paper ™
Type Code Title Type  Code Title
MC CA 601 MJ Artificial Intelligence MC CA 651 MJP Industrial Training#
CA 602 MJ Machine Learning ME CA 660A MJ Management Information System
CA 603 MJ Software Engineering OR
CA 604 MJP Lab Course based on CA 601 MJ CA 661A MJ Digital Marketing
CA 605 MJP Lab Course based on CA 602 MJ CA 662B MJ ERP
ME CA 610A MJ Mobile Application Development OR
CA 611A MJP Lab Course based on CA 610A MJ CA 663B MJ Information Security
OR RP CA 681 RP Research Work - |l
CA 612B MJ Software Testing
CA 613B MJP Lab Course based on CA 612B MJ
RP CA 631 RP Research work - |

*Syllabus is received from affiliating body subject to any change from respective competent authority.
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Bachelor of Science in B.SC. Cyber Secu rity

Cyber Security

3"Year : Degree

4" Year : Honors

As per NEP, after completion of the respective year course work successfully, Student will be awarded:

1*Year : Certificate

. ) 2™ Year : Diploma :) 3“Year : Degree z ) For availing honors students have to pursue - 4th Year,,(()

Course Objectives:

« Intoday's interconnected world, the proliferation of digital
technologies has brought about unprecedented convenience
and efficiency. However, this digital transformation has also
led to an increase in cyber threats, making cyber security an
essential field. Cyber-attacks can cause significant harm to
individuals, businesses, and national security. As a result,
there is a growing demand for skilled cyber security
professionals who can protect sensitive information and
criticalinfrastructure.

To Develop Proficiency in Cyber Security: Equip students with
the skills to protect < Information systems against cyber
threats and vulnerabilities. To provide hands-on experience
with current security technologies and tools. « To an
understanding of the ethical, legal, and societal implications
of cyber security practices. « To encourage innovative
problem-solving and critical analysis of security issues. « To
develop an understanding of the global context and cultural
dimensions of cyber security °

SEMESTER |

Course Code Paper Title
CYS101MJ Fundamentals of Linux Administration
CYS102MJ Foundations of C programming
CYS103MJ Information Technology 2
CYS104MJP Practical based on CYS101MJ
CYS105MJP Practical based on CYS102MJ
CYS106MJP Practical based on CYS103MJ
CYS101IKS Computing in ancient India
OE101CYS Office Automation/ Introduction to
Google Tools
SEC101CYS Basics of Digital Communication (P)
AEC101MAR/ MIL-I (Hindi) / MIL-I(Marathi)/ MIL-
HIN/ENG | (ENGLISH)
VEC101ENV EVS-I

SEMESTER II

Course Code Paper Title

CYS151MJ Cyber Security Fundamentals

CYS152MJ Computer Networks

CYS153MJ Python Programming

CYS154MJP Practical based on CYS151MJ

CYS155MJP Practical based on CYS152MJ

CYS156MJP Practical based on CYS153MJ

OE152CYSP Office Automation/ Introduction to
Google Tools

SEC151CYS Statistical Methods-I

AEC151MAR/ MIL-I(Hindi) / MIL-I(Marathi)/ MIL-

HIN/ENG I(ENGLISH)

VEC151ENV EVS-II

CC151PE/ NSS/ NCC University Basket

Eligibility :

Higher secondary school certificate (10+2) with Science
or its equivalent examination with English

(0]

Three-year diploma course from the board of technical
education conducted by Government of Maharashtra or its
equivalent

(O]

Higher secondary school certificate (10+2) with Science

Examination with English and avocational subject of +2
level (MCVCQ)

Career Growth Pathway :

Graduate students of Suryadatta have bright future
prospects & have multiple options to pursue their master
degree (M.Sc. Cyber Security, M.Sc.Data Science, M.Sc.CA,
MCA & PGDM)

Job Opportunities:

Lead and Internal Auditor for information security
management systems in surveillance agencies,
Assistantship with cyber lawyers and advocates.

Network Engineer

Information Security Analyst « Ethical Hacker Job Roles
Security Architect
Chief Information security officer (CISO)

www.siics.org & Follow us on : (32 [ @ @



SURYADATTA
Celebrating - 2025

M.Sc. Cyber Security [Fiasd

Master of Science In
Cyber Security

Enri
[

hing Career &
nhancing Lives !

__—

Course Objectives:

The Master of Science in Cyber Security (M.Sc. Cyber Security)
program is designed to provide advanced education and
training in the field of Cyber Security. This comprehensive
program aims to equip students with a profound
understanding of theoretical concepts, practical skills, and
cutting-edge technologies relevant to the rapidly evolving
world of computing. With a strong emphasis on academic
excellence and research-driven learning, the M.Sc. Cyber
Security program seeks to nurture a community of skilled
Cyber security professionals capable of addressing complex
challenges across various industries.

Job Opportunities :

e Lead and Internal Auditor for information security
management systems in surveillance agencies, Assistantship
with cyber lawyers and advocates. « Network Engineer
« Information Security Analyst ¢ Ethical Hacker Job Roles
« Security Architect « Chief Information security officer (CISO)

Eligibility :
(a) B.Sc.(Cyber and Digital Science) OR
(b) B.Sc. (Cyber Security)
(c) Bachelor of Computer Science (B.C.S.) OR
(d) B.Sc.(Computer Science) OR
(e) B.C.A.(Science) OR
(f) B.Sc.(Information Technology) OR
(9) B.Sc. (Cloud Computing) OR

(h) Bachelor of Engineering(BE) in Computer
Science/Information Technology/Electronics and
Telecommunication/Al and Data Science/Al and Machine
Learning/ equivalent OR

() B.Voc. in Software Development/ Information Technology
(j) B.Sc. with Computer Science as Principal Subject

(k) General B.Sc. with Computer Science as one of the subject
at TYBSc level OR Graduate degree from a recognized
university / institution with an equivalent qualification e

st
SEMESTER | SEMESTER I 1Year
Course Course Course Course >
Code Name Code Name < y
MCS-501-MJ  Malware Analysis |l MCS-601-MJ  Cloud Security and Services
MCS-502-MJ  Intrusion Detection & Prevention System MCS-602-MJ  Virtualization &Forensics
MCS-503-MJ  Digital Image Processing MCS-603-MJ  Security Audit
MCS-504-MJP  PracticalBasedonMCS501MJ MCS-604-MJP  LabcourseonMCS-601-MJ and 603
MCS-505-MJP  PracticalBasedonMCS502MJ MCS-605-MJP  LabcourseMCS-602-MJ
MCS-510-MJ  Digital Payments and Its Security MCS-610-MJ  Penetration Testing
MCS-511-MJP P PracticalBasedonMCS510MJ MCS-611-MJP  LabCourseonMCS-610-MJ
OR OR
MCS-512-MJ  Wireless Security MCS-612-MJ  DevOps Fundamentals
MCS-513-MJP  PracticalBasedonMCS512MJ MCS-613-MJP  LabCourseonMCS-612-MJ
OR OR
MCS-514-MJ  ITAct2000inCyberspace MCS-614-MJ  Mobile forensic
MCS-515-MJP  PracticalBasedonMCS514M)J MCS-615-MJP  PracticalonMCS-614-M)J
MCS-531-RM  Research Methodology MCS-631-RP  Research Project Work (120 Hrs .
nd
SEMESTER IlI SEMESTER IV 2Year
Course Course Course Course \
Code Name Code Name
MCS-551-MJ Mobile Application and Services MCS-651-MJP Full Time Industrial Training (IT)
MCS-552-MJ Incident Handling MCS-652-MJ Online/MOOC(Elective Courses List)
MCS-553-MJ Cyber Security Architecture MCS-681-RP Research Project Work (180 hrs.)
MCS-554-MJP  Practical Based on MCS551M)J
MCS-555-MJP  Practical Based on MCS552M)
MCS-560-MJ Dark web and Cyber warfare
MCS-561-MJP  Practical Based on MCS560M)J
OR
MCS-562-MJ Dev Sec Ops
MCS-563-MJP  Practical Based on MCS562M)J
OR
MCS-564-MJ Tools and Technology for Cyber Security
MCS-565-MJP  Practical Based on MCS - 563-MJ
MCS-581-0JT OJT

*Syllabus is received from affiliating body subject to any change from respective competent authority.
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SURYADATTA
Celebrating - 2025

Master of Sciencein M Sc.Bioinformatics [Eiam

ears of
ACADEMIC EXCELLENCE

Bioinformatics e

__—

Course Objectives:

An MSc (Master of Science) in Bioinformatics is a
postgraduate degree focused on the intersection of biology,
computer science, and data analysis. It trains students to
handle and interpret complex biological data, especially
genomic and proteomic information.

Eligibility :

M. Sc. Bioinformatics program at Bioinformatics Centre,
Savitribai Phule Pune University is supported under “Post
Graduate Teaching Programme in Biotechnology and Allied

Areas” of Dept. of Biotechnology, Govt. of India. Admissions
are carried out on the basis of merit in the "Graduate

Aptitude Test—Biotechnology” (GAT-B).
« Qualifying Degrees:
B. Sc. degree in any area of pure or applied Life Sciences /

* Bioinformatics Scientist Physical Sciences / Chemical Sciences / Statistics /
» Computational Biologist Mathematics / Computer Science

» DataAnalyst (Biotech) OR
« Research Scientist B.E./ B.Tech./ M.B.B.S./ B.AM.S./ B.HM.S./ B. Pharm/ B.V.Sc.
+ Genomics Consultant etc.
+ PhD Researcher * Minimum Percentage required in the qualifying degree

Sectors: biotech companies, pharmaceutical firms, research ~ Programme:
labs, hospitals, and academic institutions.

Career Opportunities:

UR (General) Category: First class with minimum 60% marks
or Grade A with a minimum CGPA of 6.0 on the scale of 0-10

Reservation category: Second class with minimum 55%
marks or Grade B with a minimum CGPA of 5.5 on the scale of

0-10

st
SEMESTER | SEMESTER II 1.3

Subject Subject Subject Subject ™
Code Title Code Title g
BIN 101 (T+P) Biological Data & Databases BIN 201 (T+P) Structural Bioinformatics
BIN 102 (T+P) Biological Sequence Analysis BIN 202 (T+P) Chemoinformatics
BIN 103 (T+P) Biomolecular Structure & BIN 203 (T+P) Genomics

Organization BIN 204 (P) Introduction to Database Systems
BIN 104 (P) Python Programming BIN 205 (P) On Job Training/ Field Project
BIN 105 (T) Research Methodology BIE 206 (P) Biological Data Curation and Analysis
BIE 106 (T)* Mathematics & Statistics BIE 207 (P) Advanced Techniques in Experimental
BIE 107 (T)* Basic Biology Biology
BIE 108 (T) Molecular Biology BIE 208 (T+P) Molecular Phylogenetics
BIE 109 (T) Biochemistry and Cell Biology BIE 209 (T+P) Programming in Java

BIE 210 (P)
BIE 211 (T+P)

Linux Operating System
Software Testing .

nd
SEMESTER IlI SEMESTER IV 2.0
@) b
Subject Subject Subject Subject &~ y
Code Title Code Title
BIN 301 (T+P) Immunology and Immunoinformatics BIN 401 (P) Project
BIN 302 (T+P) Comparative Genomics BIN 402 (P) Seminar
BIN 303 (T+P) Molecular Modeling & Simulations BIN 403 (T+P) Transcriptomics and Proteomics
BIN 304 (T+P) Scientific Data Mining and Visualization BIN 404 (T+P) Metabolic Engineering & Systems
BIN 305 (P) Project Biology
BIE 306 (T) Biology of Diseases BIN 405 (T+P) Modern Drug Design
BIE 307 (T+P) Pathways & Networks BIE 406 (T+P) Translational Bioinformatics
BIE 308 (P) Laboratory Course in Experimental BIE 407 (T+P) Advanced Genomics
Immunology BIE 408 (T+P) Advanced Molecular Phylogenetics
BIE 309 (P) Web Design BIE 409 (T+P) Advanced Algorithms in Machine

Learning

*Syllabus is received from affiliating body subject to any change from respective competent authority.
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Value Added Certifications

Aligned with NEP Creating competencies for sustainable development

__—

Suryadatta has signed MOU and obtained memberships from various nationally and internationally recognised prestigious
associations and professional bodies. To name a few, Suryadatta is a member of All India Management Association (AIMA),
collaborations with Cambridge English Assessment, IIMBx, Harvard Business School Online, Harvard Business Publishing Education,
first in West India to have AIMA Bizlab, London Academy of Professional Training (UK), Association of Internal Control
Practitioners(UK) and Risk Management Association of India, Lincoln University (Malaysia), SAP, TCS lon, Retailers Associations of
India, CIMSME, Kalam Centre & Aavishkar labs, X Billion Skills Lab, Byju's, Consortium of Accredited Healthcare Organisations, Indian
Cyber Army, Bada Business and many more....for providing holistic development of students.

« LIFE SKILLS FOR HOLISTIC DEVELOPMENT D
SrNo  Certification Name Certification will be Awarded by
1 Outbound Leadership & Commando Training SGFS
2 Financial Literacy & Entrepreneur Leadership
3 Business etiquettes SGFS
4 National Values and Character Building SGRPC
5 Business Communication SIEFL
6 Hygiene & Healthcare Management SIPHC/CAHO
7 Health & Fitness (Yoga / Meditation / Gymnasium) SFSA
8 Self Defence (Karate / Tackwondo) SISDA
9 Holistic Wellbeing & Happiness Round Glass
10 Performing Arts (Zumba / Contemporary / Aerobics) SIPA
11 Value Based Education SGPRC
12 Corporate Business Analyst (CBA) PICM
13 Career Counselling and Skill Development FUEL
14 Startup, Creating new venture & Entrepreneurship SIESD
15 MOOCs (Two MOOCs) SWAYAM / NPTEL
16 Excel Boot Camp TCSION/SICT
17 Cognitive Learning SICT
18 Employability Enhancement Programme SICD
19 Industry 4.0 - 7 Pillars Modules for futuristic techno entrepreneur  InnovatioNext
20 Soft Skills and Personality Development SICD
21 SAP ERP SAP
22 Finance for Non Finance Managers SIBF
Allthe students pursuing 4 years full time Bachelor Degree from Suryadatta will be offered value added modules every year and

\Certiﬁcate will be issued on completion.

_/

( OPTIONAL : ADDITIONAL PROFESSIONAL CERTIFICATIONS (Charges at Actual Cost) \

Cyber security & Digital Science skills are in higher demand than ever before. In a global world, knowledge, experience and skills
must be backed by professional certifications and continual improvement in skills to stay abreast on the latest threats and
technology. Key certifications are provided to make students industry ready.

SrNo  Certification Name Certification will be Awarded by

1 Cloud Computing SICF/SGACP/ Practicing Professional
2 Security And Risk Management SICF/SGACP / Practicing Professional
3 Cyber Security Network Architecture SICF / SGACP / Practicing Professional
4 Global perspectives on Cyber Laws SICF / SGACP / Practicing Professional
5 Information Security, Governance & Compliance SICF / SGACP / Practicing Professional
6 International Data Policies SICF/SGACP / Practicing Professional
7 Certification in Cyber Laws SIDS

8 Certification in IPR (Basics) SIDS

9 Certification in Trademarks in Domain Names SIDS

10 Certification in Copyrights in Softwares SIDS

11 Certification in Patents in Info Tech SIDS

12 Certification in Semi Conduction Laws SIDS

13 Certification in Date Privacy Laws SIDS

14 Digital Engineering NASSCOM

15 Introduction to Cyber Security NASSCOM

16 Cyber Security Essentials NASSCOM

Value added modules proposed as on date, subject to change.
We strongly recommend to Opt for additional professional certifications for overall holistic development

Syllabus and schedule of the Value Added Courses is subject to change as per the policies of our Academic Partners and the
Certifying bodies. The Management reserves the rights to offer altrenative certifications as advised by the experts in lieu of the
above mentioned certifications.

@ Enriching Careers & Enhancing Lives Since 1999



Essential Recommended Certification

Courses for Cyber Security Students

_—_

RECOMMENDED COURSE FOR
Sr. No| Organization Strongly Essential Recommended Desirable
Recommended
1 NASSCOM Certified Ethical Hacker Cisco CCNA Security, | ISO/IEC 27001 Bug Bounty
(CEH), CompTIA CompTIA Network+, | Internal Auditor, Participation,
Security+, EC-Council Secure Coding Cyber Security Hackathons, Cyber
Certified SOC Analyst Practices Internship Safety Workshops
(CSA)
2 NAC Certified Data Privacy Certified Information | NAC Certificate in Cyber Law
Solutions Engineer Systems Auditor Incident Response, Awareness,
(CDPSE), ISO 27001 (CISA), Secure Business Continuity | Awareness on GDPR
Lead Auditor Software Dev. Life Fundamentals Compliance
Cycle
3 1BM IBM Cyber security IBM Security QRadar | IBM Al & Cyber Open Source Security
Analyst Professional SIEM Foundations, security Workshop, | Tools Training,
Certificate, IBM Cloud IBM Threat IBM Secure DevOps | GitHub Security
Security Engineer Intelligence Practices Learning
Fundamentals
4 Cyber Chamber UK | Certified Penetration Cyber Hygiene Social Engineering GDPR Awareness
Tester (CPT), Certified Essentials, Cyber Prevention Training, | Sessions, Data
ISO 27001 Lead Essentials Email Security Privacy Workshops
Implementer Certification (UK Essentials
Govt.), Phishing
Simulations
5 MOOCs Coursera/edX Introduction to Cyber | Secure loT Basics Digital Forensics
Cybersecurity Security (MOOCQ), Blockchain | Short Course, Bug
Specialization, edX (FutureLearn), Security Basics (edX) | Bounty Basics
MicroMasters in Network Defense
Cybersecurity, Udacity Fundamentals
Cybersecurity (Coursera)
Nanodegree
6 SWAYAM SWAYAM Cyber Security | SWAYAM Network Secure Web Cyber Ethics & Legal

and Digital Forensics,
SWAYAM Ethical Hacking
& Pen Testing

Security, SWAYAM
Information Security
Standards

Development
(SWAYAM), Cloud
Security Basics

Aspects of Cyber
Crime (SWAYAM)

www.siigs.cmg & Follow




Suryadatta International Centre of Excellence and Research (SICER)
One stop solution for all

Academic Partners

SURYADATTA Z75* Nasscom Technology Partner Nnasscom

Nasscom, a not-for-profit industry association, is the apex body for the $245 billion technology industry in India, an industry
that has made a phenomenal contribution to India's GDP, exports, employment, infrastructure and global visibility. In India,
this industry provides the highest employment in the private sector.

Nasscom is focussed on building the architecture integral to the development of the technology sector through policy
advocacy, and help in setting up the strategic direction for the sector to unleash its potential and dominate newer frontiers.

National Cyber Security
Research Council (NCSRC)

National Cyber Security Research Council (NCSRC) has been established to protect our country from cyber threats and attacks
that threaten our national security. It is a premier institution dedicated to advancing cybersecurity research, education, and
collaboration in India. With a mission to strengthen the nation’s cyber resilience, NCSRC brings together academia, industry,
and government to address emerging threats, develop innovative solutions, and build a secure digital future.

SURYADATTA 75t

Academic Collaboration include:

* NCSRC's Centre of Excellence in Cyber Security & Allied Sciences

- Certificate courses in Cyber security & allied disciplines

» Opportunity for students to work on Cyber security projects of NCSRC member industries
» Opportunity to attend the seminars, conferences, workshops conducted by NCSRC

» Opportunity to visit Cyber labs through NCSRC network

* Access to Digital Books

» Opportunity to publish research papers in NCSRC journal

SURYADATTA 75> MILE 2 (TECH LEX CLS LLP)* | mile

IT Sacuriby Training

We will be having MOU with Mile2 through Tech Lex Cyber Law Solution LLP though Cyber Security Certification will be
provided which are globally recognized :

Academic Collaboration include:
1. Certified Professional Ethical Hacker (CPEH),

2. Basics of Cyber Security Courses along with network and hardware security CSA 1 + CSA 2+ CHT + COST + CNP(Basics of
cyber security including network and hardware security)

3. CPTE:- Certified Penetration Testing Engineer
4.0neyeardiploma in CYBER SECURITY with Red Hat Blue Hat

@ Enriching Careers & Enhancing Lives Since 1999



Suryadatta International Centre of Excellence and Research (SICER)
One stop solution for all

Academic Partners

SURYADATTA 75" Coursera coursera

Coursera is a leading global learning platform that partners with top universities and industry leaders to offer high-quality
online courses, certifications, and degrees. It empowers institutions and individuals to gain in-demand skills and recognized
credentials for career growth and academic excellence. It offers 6,800+ courses from 225+ leading universities and 100+
industry partners.

Academic Collaboration include:
» Accessto 10,000+ courses across domains.
« Integration with Coursera Hiring Solutions, enabling learners’ profiles to be viewed by employers.

« Exposure to emerging skills and cutting-edge technologies to stay ahead in today’s competitive landscape

Centre for Al Innovation (CE.Al), 7N
SURYADATTA Z75© Singapore (O |CEAL

CEAl is primarily formed as an effort by MyFinB Group,Singapore with the objective to support society at large, people and
industries with Al solutions aligned with the SDG17 goals of the United Nations. Centre for Al Innovation (CEAI), operates
globally, providing Al solutions to a wide range of industries and markets. Its team of experts.

Academic Collaboration include:

« Set up of Centre of Excellence in Al

« Artificial Intelligence course for all students
* Young CEO Program

* Professional Certificate series in Al

« Certification in Applied Al (CAAI)

8

n

\

f

=

/

W

|

= b
& &

—— &@B@mgi S lin)
—= N 3 ;

i,



FORUMS

e Programing & Coding Forum
¢ |OT Forum
e Cyber Intelligence Forum

e Digital Science Forum

®

First college
under
SPPU to offer
B.Sc. Cyber &
Digital Science
Degree program

A

Opportunity to
pursue Professional
Certifications
for Career
Advancement

State-of-the-art
Infrastructure &
well equipped
Computer Labs
& Other Labs

A

SURYADATTA
Celebrating - 2025

Uniqueness of Suryadatta - Trusted Name for Imparting V=

years of
ACADEMIC EXCELLENCE

Quality Education for Holistic & Sustainable Development [ge=t==s

Curriculum
Supplemented
with 21 Value Added
Holistic &
Professional
Development
Modules

Strong
Industry Connect,
Live Projects with

Practicing
Cyber experts

Proximity to
I.T. Hub,

Cognitive
Learning

Hinjewadi for
Industry

Interaction

In house
Broadcast
Studio, Beauty &
Wellness Studio
etc.

Vibrant Student
Life, Co-curricular
, \ & Extra Curricular
Activities

Minimum 20
Workshop /
Seminar
by the subject
experts

Visit to Forensic

Interdisciplinary
learning under
one roof

A

¢ Social Media Cell
¢ CSR Cell
e Start Up & Entrepreneurship Cell

* Movie Club

® Book Club

e Adventure Sports Club
e Incubation, Technology & IPR Cell
e Oriental Ethos & Values Cell

e Research & Publications Cell

¢ Photography & Videography Club
e TED Talks Club

e Health & Wellness Club

e Dance & Music Club

Enriching Careers & Enhancing Lives Since 1999

Lab, Policy
Makers
Office etc.

ASSOCIATION
MEMBERSHIPS

e NIPM Students chapter
* Rotract Club

e CIlYi

e Alumni Association

e Suryadatta Global
Business Forum (SGBF)



Glimpses of cyber warriors

with the standee of

Hon'ble Prime Minister

Shri. Narendra Modi ji

at Viksit Bharat Event

Hon. CM Mr. Devendra Fadnavis
and Advocate Hitesh Jain

Career Opportunities (National & International)

The B.Sc. Cyber Digital Science program shall generate multiple options for employment,
entrepreneurship and openings in private & public sector institutions too. Typical job roles are as below -

Cyber Security Engineer/ Architect

Cyber Security Analyst

Security/IT Director or Manager

Forensics Investigator

Network Architect or Engineer

IT Cyber security Analyst

Cyber Security Assurance Consultant

Cyber Security Manager

Network Security Engineer

Cyber Security Researcher

(@
o
(@
S
(@
S
C
S
C
o

Entrepreneurship / Consultant

C

Information Security Officer

Embedded Cyber Security Specialst

C

Computer Forensics

Cell Phone Crime Investigation

Cell Phone Forensics

Security Auditor

Vulnerability Assessment & Penetration Tester

Cyber Intelligence

Cyber Frauds Investigation

Cyber security Threat Analyst

Freelancer

www.siics.org & Follow us on : (32 [ @ @



Recruiters for Cyber Security & Allied Areas

- To Name A Few :

__—

B.Sc. in Cyber Security & Digital Science BSc in Cyber & Digital Science salary in India for graduates relies upon the

course is offered affiliated Savitribat Phule levevl qf edu_cat'tor!, grades and .al')'tlit_ies ac_quired. Some of the BSc in Cyber
Pune University (SPPU), ranked 9th by NIRF. & Digital Science job opportunities in India are:
Currently, the Master Degree program in Job Roles Average Annual Salary
Cyber Security and allied courses are CyberIntelligence INR5 LPA
offered by few of the Universities. After Freelancer INR4 LPA
completing the Master Degree course in CellPhone Forensics INR4.2 LPA
this field, below are names of few Cyber Security Engineer/Architect INR 15 LPA
associates recruiters who hire Cyber Security Auditor INR9.2 LPA
Security professionals. Cyber Security Manager INR12.5LPA
Consultant INR7.2 LPA
e )
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What Do Cyber Security Professionals Do?

Cyber security professionals add value to their organization by carrying out security operations, security
administration, risk assessment, analysis and management, governance, risk management and compliance
(GRC), cloud computing security, security and threat intelligence analysis, security engineering and
administration, penetration testing, intrusion detection & network monitoring, operational technology security,
secure software development, forensics.

Cyber & Digital Forensics Awareness Initiative

Suryadatta has been conducting various short-term programmes, conferences, symposiums, workshops and
conclaves in emerging areas and sunrise sectors as well as the national thrust areas. In tune with its philosophy
and with a view to contribute to society, Suryadatta Group of Institutes over the past several years organised
various learning interventions and knowledge management series in the areas of Cyber Security, Information
Security, Data Science, Big Data, Business Analytics, and other emerging areas. These initiatives have received an
overwhelming response and have also added immense value to the student community, faculty, industry,
entrepreneurs and the practitioners. These initiatives have invariably led to meeting the futuristic talent needs of
the nation.

In view of this, Suryadatta Education Foundation has now ventured into Cyber Security related areas to sensitise
& create awareness on the increasing cyber threats. Apart from offering BSc in Cyber Security and other
professional certification courses in allied areas, it is in the forefront in conducting awareness drives / Initiatives
with a purpose to spread the knowledge of Cyber Security related domains & make the public aware of the
possible threats and also to encourage students to pursue career in this field and become expert Cyber security
professionals. Below are few such awareness initiatives organised:

* Cyber Security Awareness Initiative « Humanitarian Forensics awareness Initiative

* Digital Forensic Science awareness Initiative * Narcotic Drugs and Psychotropic Substances Initiative
« Information Security Awareness Initiative « Forensic Biotechnology Awareness Initiative

* Cyber Security & Incident Response Awareness Initiative « Multimedia Forensic Awareness Initiative

 Cyber Malware Awareness Initiative « Finger Print Science Awareness Initiative

* Web & Mobile Security Awareness Initiative * Forensic Journalism Awareness Initiative

EnrichinglCareers & Enhancing Lives Since 1999
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Fees & Admissions Procedure

_—_

MODE OF PAYMENT

Foradmission kit & for paying the course fees

ONLINE : Application form can be filled and submitted on our website www.suryadatta.org and make the payment
through online transfer in our Suryadatta Education Foundation, IDBI Bank, Sadashiv Peth, Pune Branch, Account
Number : 490104000011200, IFSC CODE - IBKLO000490. Also please email the UTR no. / scanned copy of deposit
slip on our email admission@suryadatta.edu.in along with your name and course details

OFFLINE : By sending DD drawn in favor of “Suryadatta Education Foundation” payable at Pune along with duly
filled online form available on our website www.siics.org / www.suryadatta.org along with relevant documents.

IN PERSON : Application form can be obtained from the campus by cash payment/card / D.D.
LAPTOP

We recommend students to procure a laptop with suitable configuration equipped to meet academic assignments,
online examination, self - learning and digital learning. This will enable students to evolve as Digital age learners
and develop digital skills for workplace productivity.

Uniforms will be given at extra cost in various sizes. (S, M, L, XL, XXL) by college vendor
Note : Every effort has been made to ensure the accuracy of information contained in this Prospectus, but the

Suryadatta International Institute of Cyber Security (SIICS) will not be responsible for errors if any therein. This
Prospectus is only for information and nothing more.

The Institute reserves the right in every case at its discretion and for any reason to introduce changes to the
information given including the addition, withdrawal or restructuring of the courses, rules, policies, fees, change in
the campus or other matters. The prospectus is issued on the express condition that it shall not form part of any
contract between the Institute and any student. Suryadatta International Institute of Cyber Security (SIICS) reserves
the right to deny admission to a prospective student, if the college authorities consider that it will affect the
discipline and violate the academic integrity and student's code of conduct in the campus. The campus of the
college may be subject to change if so decided by the management.

.

www.siics.org & Follow us on : (3@ 2 [ @ @
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field of Cyber Security gathered by our esteemed faculty. e
These are some of the areas covered for the purpose of

promoting and advocating Cyber security.

CHIEF INFORMATION SECURITY OFFICER

A chief information security officer (CISO) is the senior-level executive within an
organization responsible for establishing and maintaining the enterprise vision,
strategy, and program to ensure information assets and technologies are adequately
protected. The CISO directs staff in identifying, developing, implementing, and
maintaining processes across the enterprise to reduce information and information
technology (IT) risks. They respond to incidents, establish appropriate standards and
controls, manage security technologies, and direct the establishment and
implementation of policies and procedures. The CISO is also usually responsible for
information-related compliance (e.g. supervises the implementation to achieve ISO/IEC
27001 certification for an entity or a part of it).

FORENSIC COMPUTER ANALYST

With the increasing rate of cybercrimes, the
need for forensic computer professionals
who will investigate data breaches, security
incidents and criminal activity cant be
overemphasized. With good analytical
skills, you are most likely going to succeed
in a career as a forensic computer analyst.

FORENSIC COMPUTER ANALYST

A Forensic Computer Analyst is a specially trained professional who works with law enforcement agencies, as well as private
firms, to retrieve information from computers. Computer Forensics Analysts are also refered to as computer forensics
investigators, examiners or specialists. Computer forensic analysts combine their computer science knowledge with their
forensic skills to recover information from computers and storage devices. In addition, they are responsible for assisting law
enforcement officers with cyber crimes and a Is® to retrieve evidence. Furthermore, forensic computer analysts are also
responsible for following all safety and privacy procedures when handling sensitive financial or personal information such as
documents, videos, or pictures. Additionally, they must handle and receive evidence carefully and keep accurate records of
duties performed.

INFORMATION SECURITY ANALYST

An information security analyst is one who is employed in order to monitor private
data and prevent any malicious attacks or attempts to steal such data. Information
security analysts may be referred to as digital security professionals who make the use
of protection technology such as secure servers and firewalls to protect their client’s
data. The information security meaning also includes efforts made to identify
weaknesses in networks that make data vulnerable and address these issues to
strengthen data security. In a world that effectively runs on technology, the demand
for information security skills is only going to increase.

@ Enriching Careers & Enhancing Lives Since 1999
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There have been more than Thousand research areas in the
field of Cyber Security gathered by our esteemed faculty. =
These are some of the areas covered for the purpose of

promoting and advocating Cyber security.

PENETRATION TESTER

Some penetration testing jobs carry other titles, such as "ethical hacker or "assurance validator" These terms reflect the main
duties of a penetration tester (or "pen tester): to seek, identify, and attempt to breach existing weaknesses in digital systems
and computing networks. These systems and networks include websites, data storage systems, & other IT assets. Many
people confuse penetration testing with vulnerability testing. In actuality, these two cyber security specializations have
distinct differences. Vulnerability testers look for flaws and weaknesses during a security program's design and setup phases.
Penetration testing professionals specifically seek out flaws and weaknesses in existing, active systems. Penetration testing
teams simulate cyber attacks and other security breaches designed to access sensitive, private, or proprietary information.
They utilize existing hacking tools and strategies as well as devise their own. During a simulated attack, pen testers
document their actions to generate detailed repots indicating how they managed to bypass established security protocols,
and to what degree. Organizationally, penetration testing teams create value by helping their employers avoid the public
relations fallout and loss of consumer confidence that accompany actual hacks and cyber attacks. They also help businesses
and organizations improve their digital security measures within established budgetary confines. The sections that follow
explore key soft and hard penetration tester skills.

SECURITY ARCHITECT

Security architects assess their organizations' information technology and computer systems, identifying strengths and
weaknesses. They conduct penetration tests, risk analyses, and ethical hacks on local area networks, wide area networks, and
virtual private networks. They also assess routers, firewalls, and comparable systems to determine efficacy and efficiency
Security architects think like hackers. They push existing computer & network security systems to their limits. Once security
architects identify vulnerabilities in existing systems, they plan & implement architectural changes to boost security
structures. These professionals often develop and implement entirely new security architectures. They blend knowledge of
security hardware and software, organizational needs, and cyber security risks with organizational policies and industry
standards. As security architects build and maintain security systems and networks, they prepare budgets, oversee expenses,
and allocate personnel resources as needed Security architects provide guidance to information technology (17) security
team members. They also lead IT analysts, security administrators, and security engineers to coordinate effective security
protocols. Security architects also respond to security breaches. When incidents arise, security architects assess causes,
damages, and data recovery, preparing thorough reports for their colleagues, managers, and executives. They also
implement appropriate changes, updates, and upgrades in response to vulnerabilities and incursions.

IT SECURITY ENGINEER

The Information Security Engineer is responsible for the security of an organization's computer
systems and networks. Also (mown as an Information Security Analyst, the engineer
implements security measures that effectively safeguard sensitive data in the event of a cyber
attack The role is highly collaborative, involving frequent interaction with various members of
the IT team. The Information Systems Security Engineer is expected to report directly to upper
management The Information security engineer should work in collaboration with the
information security team to offer support to security tools & technologies such as firewall,
proxy server, remote access and others. The professional must document the configurations
and network designs to help in the effective execution. It is the Information Security Engineer
who conducts log analysis & other network forensic investigations. They provide full
cooperation to the appropriate teams for participating in cyber investigations.

SECURITY SYSTEMS ADMINISTRATOR

A security systems administrator is someone who gives expert advice to companies regarding their internal security
procedures and can also help to detect any weaknesses in a company's computer network that may make them vulnerable to
cyber attacks. Security systems administrators are a company's first step in monitoring suspicious activity either within the
local network or from outside internet traffic.

Security systems administrators are in charge of the daily operation of security systems, and can handle things like systems
monitoring and running regular backups; setting up, deleting and maintaining individual user accounts; and developing
organizational security procedures.

www.siics.org & Follow us on : (3@ 2 [ @ @



Glimpses of Suryadatta Global
Cyberx Conclave 2024

. @
Prof Dr Sanjay B. Chordiya Mr Akshay Mandale Mr Anil Sawale
Founder President & Chairman Cyber security Consultant Principal Correspondent,

Suryadatta Group of Institutes, Pune Pristine InfoSolutions Pvt. Ltd., Mumbai Sakal Newspaper (Crime Beat)

Shri Chandrashekar Sawant Mr Chandan Chourasiya Dr. Deepak Shikarpur

Deputy Superintendent Director, Vies Consulting
of Police, Pune Pvt. Ltd., Pune

|T Professional & Advisory Board Member SGI
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Dr. Harold D’Costa
President
Cyber Security Corporation

Ms Nazmeen Ansari
CISA & Cloud Evangelist,
CEO Matrix 3D, Mumbai
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3
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Enriching Career &

Glimpses of Suryadatta Global
Cyberx Conclave 2024

4L

Ms. Jayashree Nangare Prof Dr Naveen Kumar Chaudhary
International Cyber Law Expert Professor & Dean, National Forensic
Sciences University, Gandhinagar, Gujarat

= W

Shri R. K. Pillai Adv Rajas Pingle

President & CEO, International Cyber Law Expert
AlIPL Tech Pvt. Ltd, Mumbai

www.siics.org & Follow us on : (3@ 2 [ @ @



Cyber & Digital Forensics

Awareness Initiative

National Symposium on
Cyber Intelligence for a
Secure Digital World

For Academicians, Students,
Industry Professionals, Entrepreneurs

T

Shri. Sambhaji Kadam

Webinars
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Cyber & Digital Forensics

Awareness Initiative
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DigitalManagement
Conclave 2020

For Academicians, Students,
Industry Professionals, Entrepreneurs
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Cyber & Digital Forensics
Awareness Initiative

| Glimpses of Guest Lecture as a Part of Indian Knowledge System (IKS)
Speaker Shri Sunilji Phulari Special IG of Police (Kolhapur)
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Glimpses of Samvad on Cyber Suraksha in The Context

of Online & Blended Education - 2021 at Suryadatta
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Cyber & Digital Forensics

Awareness Initiative

Glimpses of Inauguration of
SURYADATTA NATIONAL CYBER RESOURCE CENTER (SNCRC)

of National Cyber Security Research Council

Chief Guest: Dr. Shashikant Mahavarkar, Joint Commissioner of Police (JCP) Pimpri Chinchwad Police
Guest of Honour : Dr. E. Khalieraaj Naidu, Director - National Cyber Security Research Council,
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Cyber & Digital Forensics

Awareness Initiative

Glimpses of Inauguration of News Coverage
SURYADATTA NATIONAL CYBER RESOURCE CENTER (SNCRC)
of National Cyber Security Research Council
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Cyber centre
Inaugurated

Pune: The Suryadatts Inter
national Institute of Cyher So
curity recently inaugurated
the national oyber resource
cep e af i8 Bavdhan campus
o Monday The initiative. sat
up-with the approval of the
National Cyber Socurity He
search Council, New Delhi,
alms to produce global-level
cy¥bersecurity - professionals
and promote public aware.
nessof cybersafety
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Ushering Cyber World
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years of
ACADEMIC EXCELLENCE

Alumni Meet
& Success Story
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Mr. Kunal Shriram Donge

Mr. Tanmay More Mr. Prathamesh Dabir
B.Sc.CDS (Batch 2020-23) B.Sc.CDS (Batch 2020-23) B.Sc.CDS (Batch 2020-23)
Cyber Security Intern at Security Operation Intern at Founder of KSD Techno Geek &
Safe Security, Bengaluru, Karnataka Cyber Security Consultant, Baskaran Associates
LLP & Exordium EXC Solutions Pvt. Ltd.

Cyberdosti Government of India

Mr. Kshitij Yogeshsing Thakur
B.Sc.CDS (Batch 2021-24)
Commissionerate Cyber Cell,
Nagpur Police

Mr. Kunal Gavande
B.Sc.CDS (Batch 2021-24)
Pursuing Masters in
Computer Science at Germany
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Co-Curricular Extra Curricular Activities

SIICS believes extracurricular activities are great for overall development during academic, cultural,
knowledge, experience humanity, holistic and soft skills development. Participating in various
team-based activities can inculcate teamworkin the students.

Such activities help students build their skills outside the classroom.
Such Innovative and fun-based activities are always
appreciated and enjoyed by SIICS students.
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How to be Successful in

Corporate World
by BK Shaktiraj,

Motivational Speaker,
International Mind Trainer, Life Coach

-

Suryadatta National Conclave on
Gandhian Philosophy from
Dr Shri Kumar Saptrishi ji
& Dr. Shripal Sabnis

Hackthon Achievers




B. Sc. Cyber & Digital Science Unique Program

Launch First Time In India
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Enhancing Lives !
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¥
years of
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100% results
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Latest News Related to Cyber

Fraud & Digital

Science

Ex-serviceman
loses Z1cr in
online job scam

bd-year-old ex-service-

man has lost his sav-
ings, retirement benefits
and borrowings, collective-
ly amounting to Rs 1 crore,
to cvber crooks inan “earn
on online task” fraod.
Though the fraud took
place between February 13
and 26, the Hadapsar resi-
dent lodged a complaint
with the Pune cvber police
only earlier this week. P2
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Techies fall for
cybercrimes,
lose over 760L

Twree software profes-

sionals  have  ap
proached the Pune police
with complaints of being
cheated by online task
seamsters. In the first case,
a Wadgaonsher| baisimd e
chie alleged that she had
been duped of Bs 38.4 lakh
in just two days, Two te
chies from Waksd collec-
thvely lost over B 22 lakh to
cvber crooks in separate
cases. While one loaf almost
Rs 19 lakh, the other lost
close to Rs 8.51akh.

Casesof cryplocurronocy
and enline insurance premi-
i Scams were alao fRiE ki
od in thecity on Sunday, P2

Software professional loses
3281 in crypto investment fraud
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Worrying Rise In Cybercrimes In City; IT Professionals Among Mast Comman Victims

3 techies cheated of over 360 lakh in
separate part-time online job scams
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Woman techie
loses Z40L in
online job con
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Ex-Ranji cricketer
held for 712L fraud

‘\ lumb.'li evber police ha-

ve arrested ex-AP Ranji
player Nagaraju B for allege
dly Impersonating  Andhra
CM Jagan Reddy and getting
Rs 12 lakh “sponsorship for a
young cricketer” from the
MDD} of an electronic goods ch-
ain. He has confessed to hav-
ing duped over &) corparate
housesof RsdcroresolfarP3



Latest News Related to Cyber Fraud

& Digital Science

70% rise in cyber cheating cases, but no
plans for small frauds wing: Dy CM

aMarpakwar

fﬂ_:‘[ITHES‘D'I'DIJI:I.CIJI'I'I

Mumbhai: The Maharashtra
government on Friday said
that cyber fraud and cheat-
Ing coses in the state saw a
0% rise in 2022 over 200
However, deputy chief min-
ister Devendra Fadnavis
& id there wiis no proposal to
set up a Small Frauds Wing
on the lines of the Economic
Offences Wing to tackle such
cases,

He was responding to
guestions ralsed by MLCs Vi-

Jay Girkar, Praveen Darekar,

Ramesh Patil, Manisha
Kayande, and Niranjan

Davkhar in the Legisiative
Council.

"Last year till November,
4,286 cases of cvber cheating
were reported. Thisisa 0%
rize compared to the cases
the same period in
Mumbali, there were 1,
cases of credit card and on-
line cheating frawds but out
of them only 37 cases have
been detected. A totalof 2,216
cases of online fraud related
o gifting, shopping. jobs, in-

surance, college admissions,
investments, cryplo cursen-
oy and loan have been regis-
tered. Out of these, 152 cases
have been solved. Out of the
4286 cases of cyber [raud
registered, il
202, only 279cases have been
solved,” Fadnavis told the
Legislative Council.

He said five cyber police
statlons have been set up at
the reglonal level in Mumbak
to keep a check on rising
cases of cyber cheating and
online fraud, To ensure cyh-
or cases are detected fastor o

November

cyber laboratory heas been
set up and advanced technol-
ogy has been made available
to police stations, he sajd

Experts. however, said
the official nimbers may not
even bea falr indicator of to-
tal erimes committed in cy
berspace. Thesurge in 2022 s
a result of more complaints
being converted into FIRs
Job frauds, erypto Invest-
ments, insurance swindles,
sextortion and electricity
hill cons are among leading
categories of cyber offences
that areon the rise

SURYADATTA
Celebrating - 2025

37

ears of
ACADEMIC EXCELLENCE

Enriching Career &
Enhancing Lives !

Techie falls for clickbait, | Man duped of 2L by crooks
loses 222 lakh to crooks | Who promised 330 per review

T Techie falls for clickbait,

Lawyer duped
of T56L by
cyber crooks
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Multiple Career Opportunities For Students Through

For

Multi Disciplinary Integrated NEP Compliant Campus Details ;..

Outcomes / Career after UG/ PG @ Suryadatta Scan

7 Pillars of Multiple Career Pathways - The Guiding Principle
Suryadatta believes in transforming educational experience. Various activities are offered round the year
for holistic development of students leading to the 7 pillars of Multiple Career Pathways.
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MULTIPLE CAREER PATHWAYS

Culture M Empathy w Caring & Sharing | Co-Existence Creativity Competencies
Holistic well being | Conceptual Rigour § Universal Human Values | Traditional & 21* Century Skills | Collaboration ] Communication

CORE VALUES - ENRICHING CAREER & ENHANCING LIVES

@ Enriching Careers & Enhancing Lives Since 1999
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- - SURYADATTA

ded-Learning "Eg:osystér_n at Suryadatta sl e

Traditional face to face classroom learning & modern online learning with digital tools

During the uncertainty, Suryadatta is well equipped to continue Teaching and Learning through a Digital Ecosystem, thus
empowering students for the future with in ‘demand skills’ by tomorrow’s employers. At Suryadatta we practice both — The
Traditional method of face to face teaching and the Online learning methods to facilitate student achievement of learning
outcomes.

Our teachers are trained for teaching - learning, assessment and student counselling using the two popular digital
ecosystems of Google and Microsoft.

A. Google Suite for education - Gmail, Google Docs, Google Slides, Google Sheets, Google Forms, Google Calendar, Google
Classroom, Google Meet, Google Drive, You Tube, Blogger

B. Microsoft Ecosystem - Microsoft Word, Microsoft PowerPoint, Microsoft Excel, Microsoft Outlook, Microsoft Teams,
Microsoft OneNote, Skype, LinkedIn, etc.

C.Digitallearning resources such as DELENT for e-library solutions provide access to ebooks and e journals.

Key benefits to students:

* Pick real world skills for the workplace « Collaborative Learning

« Anytime Anywhere Learning « Master difficult concepts at your own pace

« Customised learning « Appear for Multiple Practise Exams
 Multi-Dimensional Learning - Text, Audio, Video, In Classroom Activities  « Track your progress

« Organise yourself better for productivity * Plug in on demand Open Learning Resources

Suryadatta Group of Institutes New Initiatives

SICF / SGACP / LAPT / ASSOCIATE PROFESSIONAL INSTITUTES OFFER
SHORT TERM / PART TIME / WEEKEND CERTIFICATION COURSES

SICF /SGACP offers various short term - full time / part time / weekend certification courses in the below mentioned Cyber Security &
allied areas for working professionals, Cyber professionals, Corporates, Businessmen, Home makers & UG & PG students etc.

« Cybersecurity fundamentals « Disaster Recovery plan

e Cybersecurity Audit « CyberForensics

« Governance of Enterprise IT e CyberlLaw

e Cyber Security Practitioner « CellPhone Forensics

« Information Systems Auditor *  Web Application Security

« Riskand Information Systems Control - DiskImaging & eDiscovery
« Information Security Risk Management « CyberCrime Investigation
- DataPrivacy Solutions Engineer e e-commerce security

www.siics.org & Follow us on : (32 [ € @
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For UG / PG Students
Study Tour Abroad (Optional) / Glimpses of Global Immersion Program

Charges Extra @ Actual (Pune to Pune)

Option 1: Option 2: Option 3:
Global Immersion program to Study tour to Study tour to
Asian Institute of Technology (AIT) Singapore & Malaysia Dubai & Abu Dhabi
Bangkok, Pattaya Thailand 7 days : Rs. 1.5 lakhs (approx) 7 days : Rs. 1.5 lakhs (approx)
7 days : Rs. 1 lakh (approx)
; . ; . Option 6:
Option 4 : Option 5: Study tour to USA : (A or B)
StUdy tour to Europe StUdy tour to UK: A: Silicon valley, Universal World,
Germany & France London / Oxford / Birmingham : California / San Francisco -
7 days : Rs. 2 lakhs (approx) 10 days : Rs. 2 lakhs (approx) B : New York, Washington, Niagara Falls
15 Days : Rs. 4 Lakhs (approx)
*These rates are applicable as on today & it may vary accordingly to the change in the government policies

and fluctuations in currencies.

Indicative Programme Inclusions:

« Exposure to new cultures and environments » Hands-on learning experiences » Development of social skills

* Improvement of communication skills * Development of Trouble Shooting skills ~ « Development of leadership skills

» Enhancement of critical thinking skills * Enhancement Academic Performance « Building of lifelong memories

« Visit to University * Social Networking « Visit to Industry

« Site Seeing * Value added workshop * Increased motivation & dedication in Learning Skills

For UG / PG Students Study Tour (Optional)
in Pune / Maharashtra / India

OUTBOUND LEADERSHIP '
& HOLISTIC DEVELOPMENT PROGRAM (Pune to Pune))

Suryadatta believes in Holistic DeveP ment of students for sustainable growth and success. Personality Development Soft Skills, Leadership

Development, Industry exposure etc are critical to holistic development. Outbound program will be tailored to suite the students’ needs and
requirement targeting specific skills such as team building, leadership development, adaptability and resilience building, problem solving &
creativity, trust & bond building, fun & adventure etc.

Leadership & Personality Universal Indtfstry Cross Cultural Grooming Fun elements
Development sessions Human Values Institute Learning Session with site seeing
Interface
B GOA - 3 Nights 4 Days : Approx Rs. 20,000/- B AHMEDNAGAR & AURANGABAD - 3 Nights 4 days : Approx Rs. 15,000/-
B HYDERABAD ( Ramoji Film City) - 3 Nights 4 days : Approx Rs. 20,000/- ® DHARMPUR (GUJARAT) - 3 Nights 4 Days : Approx Rs. 15,000/-
M INDORE along with Ujjain - 3 Nights 4 days : Approx Rs. 20,000/- H MOUNT ABU - 3 Nights 4 Days : Approx Rs. 15,000/-
B NASHIK - 3 Nights 4 days : Approx Rs. 15,000/- H MUMBAI & KONKAN - 3 Nights 4 Days : Approx Rs. 15000/-

@ Enriching Careers & Enhancing Lives Since 1999
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¥

Strong Students & Alumni Network, Celebrating scpudBlunc
onal Networking

r
Enhancing Lives !

27 Glorious Years of Academic & Profe
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Students & Alumni

Chennai
Tirunelvelli

(KG to UG-PG Students)

elire. Suryans from all parts of India & from
Motarar Few Foreign Nations since inception
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12+

Unique World Record Events \y |

during Pandemic Endorsed ¥

by 100+ World Record (78
Agencies

Suryadatta : Integrated I\Iulti-DiscipIinary Campus

220+

National &
International
Awards

60+

Academic,
Professional &
Voluntary
Institutions

100+

National &
International
MOUs

130+

Unique
New Ventures

A
N ")
Interior Design
& Decoration
F‘ Be a Succes_sful
00 Interior Designer

<

Fashion Design
Come be a part of
an Institute where
Fashion is Passion

Conferred Suryadatta
National Awards to

National &
International
Patents

Recruiters

t***i
Hotel Management
& Tourism

Discover innovative careers

®
</

Beauty, Wellness . in hotel & tourism sector =
& Lifestyle Mgmt. G Management
Start your own Management,
Boutique & Venture X1 & Xl Commerce & BBA, BCA

Secure learning
Environment with potential
for unlimited exposure

S2

‘/ CBSE School
Classrooms that inspire
Creativity * Culture
* Character

Graphics Multimedia
& Animation

Begin your career

- f;{_"g'.

with the leader in () Edu-Socio Connect Initiative
CHA Voluntary Programs
Making a difference
and touching lives
Research
Center
Increase the

stock of knowledge

Pharmacy
& Healthcare

Rewarding & Innovative
Career in Pharmacy
& Healthcare

¥

Event Management,
Media & Mass

Communication Physiotherapy

Holistic Career
in Physiotherapy

IT Courses in UG & PG
Secure the ladder
to success in
management

PGDM, MBA & MCA

Coporate Leaders
in the making

Sports, Fitness
& Self Defence

Discover innovations
in the field of Health
related careers

Cyber & Digital Science
Data Science, Al & ML

U Make Career in Emerging
field of Cyber Security
& Digital Science

Performing
Arts
Be a creative
performer Law

Be a part of an
elite profession that
helps in social
justice

9%V,

agxe D)
Nursing
& Para Medical

Enlightening & Hygienic Campus

e Shaping Professionals for Global Market Place e Round the year value addition leading to Nation Building

¢ Multidisciplinary Integrated Campus offering Courses in Emerging Sector - NEP complied

Estd. 1999 | Suryadatta Education Foundation’s @

@ SURYADATTA INTERNATIONAL
== | INSTITUTE OF CYBER SECURITY (SIICS)

SURYADATTA
Enriching Carser and Affiliated to Savitribai Phule Pune University (SPPU) and Recognized by Govt. of Maharashtra
College Code : PU/PN/S/502/2020

Campus & Corporate Office : Bavdhan, Tal. Mulshi, Pune - 411071, Maharashtra, INDIA.
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SURYADATTA

Enabling Holistic and Sustainable
Development Since 1999

Email : admission@suryadatta.edu.in | Website : www.siics.org, www.suryadatta.org | §
e For Admission & Counselling Career Guidance Whatsapp Your Name Follow us on: For detalls visit g5
8378998126 / 8956932420 / 8956932402 Course & City : 8956932400/ 9763266829  § (&)@ lin  » conow bs o1 é iN

Suryadatta - Enriching Career & Enhancing Lives Since 1999
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